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The article provides insights into the modern aspects and challenges of economic
globalization that triggers a fundamental change in the world economic order, as well as
demonstrates the emergence of a new global economic culture, a new type of economic
consciousness and a new type of international relations. In this context, exploring globalization
processes and identifying their patterns seems especially relevant. The study reveals that within on-
going globalization settings, the scale of international economic relations demonstrates a rapidly
growing trend, the number of their immediate participants is increasing, the forms of these
relationships are being updated and getting more complicated. It is observed that in the vulnerable
market economic environment with intensified international competition there are more and more
common issues to be addressed by joint efforts in searching for effective solutions, moreover, there
are certain conflicts arising that can be resolved only at the regional and multilateral levels. A
special emphasis is put on the need to integrate collective efforts of international organizations and
forums through economic diplomacy which will contribute to finding the best compromise between
governments to meet the interests of all or most of stakeholders in the world community, for many
countries this will mean to benefit from international mechanisms and procedures, and reducing
adverse effects from TNC activities to engross the advantages of globalization. The study findings
have verified that from international economic relations perspectives, among fundamental reasons
behind business globalization are the advances in computer and communication technology which
exchanging of ideas and information between different countries, expand consumer awareness of
foreign-made products. The study also demonstrates how cable systems in Europe and Asia
facilitate firms in many countries to shape simultaneously both regional and sometimes global
demand, and global communication networks allow them coordinating production and aligning
common goals worldwide while companies located in different parts of the world produce the same
end product. It is argued that reducing customs barriers to investment and trade by the vast
majority of governments proves effective in launching in new markets for international export
companies that offer opportunities and capacities for local producers. Apart from the above, the
study has traced a trend towards unification and socialization of the global community. In
particular, it is observed that continuous changes in the governance paradigm as well as in the
international environment impose an integrated effect upon social, political and mental aspects of
national interests. It is concluded that building a conceptual framework of national and
international interests is a complex and long-term process influenced by geopolitical, economic,
socio-cultural and psychological factors, being adjusted through the system of social values and
reflected in research studies and manifestations of collective consciousness. From this perspective,
the key aspects of national and international security have been explored.

Keywords: economic security, international security; business activity, national security,
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Xapkiecvkuil nayionanvHuii ekonomiunuil ynieepcumem imeni Cemena Kysneuysn, Yxpaina

CYYACHI BUKJIMUKUA MI2KHAPOJITHOI TA HAIIIOHAJIbHOI BE3IEKA

Y cmammi ananizytomoca cyyacui npodnremu i GUKIUKU eKOHOMIYHOI enobdanizayii, wo
3YMOBNIOE (PYHOAMEHMATbHY 3MIHY C8IM0B020 €KOHOMIUHO20 NOPAOKY, OeMOHCMPYE GUHUKHEHHS]
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HOB0I 27100aIbHOI eKOHOMIYHOI KYIbmypu, eKOHOMIYHOT C8I00OMOCMI HOB020 MUNY MA HOB020 MUNY
MINCHAPOOHUX BIOHOCUH. YV YybOoMYy KOHmMeEKCmI 0COOIUBOT AKMYAbHOCMI HADYB8AIOMb OOCIONCEHHS
enooanizayiunux npoyecié ma 6UHAYeHHs ix 3aKoHoMipHocmell. Buseneno, wo 3 pozgumkom
enobanizayii. cmpimko 3pocmarome Macuimadu 308HIUHbOECKOHOMIYHUX 38'83Ki6, 30i1bUlyembCs
KIIbKicmb iX 0e3n0cepeoHix YUACHUKIB, OHOGIIOIMbCA U YCKIAOHIOIMbCA QopMu Yux 36'13Kie.
3asnaueno, wo 6 ymosax cmuxii puHKOBOI eKOHOMIKU i3 3A20CMPEHHAM MINCHAPOOHOI KOHKYPeHYil
gce yacmiwuie BUHUKAIOMb 3A2albHi NPOOIEeMU, WO BUMA2AIOMb CHINbHUX NOWLYKIE eheKmueHux
piuieHb, a makodc KOHGIIKMuU, SAKi MOICYymb Oymu 6pecyivb08aHi uule HA pPecioHATIbHOMY md
bacamocmoponnbomy pienax. Haconouwyemocs, wo KOIEKMUBHI 3yCUNIA YYUACHUKIE MINCHAPOOHUX
opeanizayiti i Gopymie 3a 00NOMO2010 eKOHOMIUHOI Ouniomamii Oaromeb 3M02)y 3HAXOOUMU
KOMApOMICU MidC ypaoamu 8 inmepecax ycix abo Oinbuiocmi 4ieHié c8imosoi CniibHOmu, 0/is
bazamvox Kpain — ompumysamu 6u2o0u 6i0 BUKOPUCMAHHA MINCHAPOOHUX MeXaHizmie ma
npoyedyp, a mMaKoldc MIHIMI3Y8amMu HeCNpUsmIuUGl HACIIOKU, WO GUHUKAIOMb V 38'3K)y 3
oisttonicmio THK no monononizayii nepesae enobanizayii. 3a pesyrbmamamu  O00CHIOHNCEHHS,
3’AC0BAHO, WO 3A2ANbHUMU NepPedyMO8amu 2100ani3ayii KOMNAHIN 6 MIDCHAPOOHUX eKOHOMIUHUX
BIOHOCUHAX € OOCSACHEHHS KOMN TOMEPHUX | KOMYHIKAYIIHUX MeXHOI02IU, SKI 0armb MONCIUBICND
30ibuysamuy 0OMiH idesmu ma iHGOpMAyiero Midc pPI3HUMU KPAIHAMU, PO3UWUPIOBAMU 3HAHHSL
cnooicugauie npo inozemui mosapu. Ilpooemoncmposano, ax kabenvri cucmemu 6 €sponi ma A3ii
3abe3neyyroms Qipmam y 6a2amvox Kpainax 0OHOYACHe (POPMYBAHHS PeliOHANbHO20, A THOOI U
2100aNbHO20 nonumy, a 2100aNbHI KOMYHIKAYIUHI Mepedci 0aromb 3M0o2y KOOPOUHYEAMU
BUPOOHUYMBO Ul CRITbHI YiNi Y C8IMOBOMY Macumaodi 8 maxKuti Cnocio, Koau KOMNAKii 3HAX00amobcs
8 PI3HUX YacmuHax ceimy, aie eupoo.iaioms 00UH i mot camuil Kinyesuti npodykm. /losedeno, ujo
CKOpOUYeHHsT MumHux 6ap'epie 01 iHeecmuyiti i MOp2iGNi NepesaddcHo Oinbuicmio Ypsoie
NPUCKOPIOE BIOKPUMMS HOBUX PUHKIG OJ1s1 MINCHAPOOHUX (DipM, AKI He auuie 30IUCHIOIMb eKCnopm,
a 1t Cmeopoms GUPOOHUYI NOMYN*CHOCMI 01a Micyesux 6upoonukis. IIpocmediceno maxodwc
menoeHyito 00 YHigixayii ma coyianizayii enobanvroi cnitbhomu. 30Kpema, 3a3HaA4eHo, Wo 3MIHU,
AKI NOCMINHO 8I00Y8AIOMbCS 8 CUCEMI 0epIHCABHOT 610U Ma 6 MINCHAPOOHOMY Cepedosul,
CNpasuAoms KOMNJIEKCHUN 6NIUE HA COYIATbHO-NOMIMUYHI Ma MEHMAIbHI ACNeKMuU HAYIOHATbHO20
inmepecy. Pestomyemovcsa, wo  @QopmyeanHs — KOHYENmyaibHux 3acad  HAYyiOHAAbHO20 |
MINCHAPOOHO20 THMeEpecy € CKIAOHUM | MPUBAIUM NPOYECOM, HA AKUL BNIUBAIOMb 2€ONOIIMUYHI,
EeKOHOMIYHI, COYIOKYIbMYPHI Ma NCUXON02IYHI (hakmopu, wo KOPpUSyeEmMovCs CUCMEMOI0 CYCHLTbHUX
yiHHOCmell [ AKUU 8I000PANCAEMBCA 8 HAYKOBUX NO2IA0AX MA NPosA6ax mMacosoi csioomocmi. Came
MoMy 8 CIammi po32JAHYMO OCHOBHI ACNEeKMU HAYIOHANbHOI Ma MIXCHAPOOHOI Oe3neKu.

Knrouosi crnosa: exonomiuna b6e3nexa; MincHapooHa be3nexa,; NiONPUEMHUYLKA OISIbHICMb,
HayioHanvbha be3neka,; besnexa.

Exarepuna I'. Haymuk-I'naagkas, Exena B. IITamenko,
HNpaxmmii H. Umnanze, Auexcanap M. Pasymublii
XapbvKoeécKuit HayUOHAaNbHBLIL IKOHOMUYecKull yHusepcumem umenu Cemena Kysuneya,
Ykpauna
COBPEMEHHBIE BBI3OBbI MEKJIYHAPOJJHOM 1
HAIIMOHAJIbBHOM BE3OITACHOCTH
B cmamve ananusupyiomcs cospemenHvle NpobiemMbl U  6bl308bl  IKOHOMUUECKOU
2nobanuzayuu, Ymo npusooUm K U3MeHeHUr MUpPoB8020 SIKOHOMUUECKO20 NOPAOKA, OeMOHCMPUpyem
B03HUKHOBEHUE HOBOU 27100ANbHOU IKOHOMUYECKOU KYIbMYpbl, IKOHOMUUECKO20 CO3HAHUS HOBO20
Muna u HOB020 MUNA MeNCOYHAPOOHbIX OMHOWeHUll. B smom Konmexcme 0cobyio akmyaibHOCHb
npuobpemarom Uccie008anus 2100a1U3AYUOHHBIX NPOYECCO8 U OnpedeneHue Ux 3aKOHOMepPHOCmel.
Buisigneno, umo ¢ pazeumuem enobanuzayuu  CMpemMumenvbHo  803PACMAOM  MAacuimaosl
BHEUIHEIKOHOMUYECKUX CBs3ell, YBeNUUUBAemcs KOIUYeCmeo UX HenocpeoOCmeeHHbIX YUACMHUKOS,
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OOHOBNAIOMCA U YCIONHCHAIOMCA popmbl dmux ceazeti. OmmeueHo, umo 8 YCIO8UAX CIMUXUU
PBIHOUHOU 9KOHOMUKU € 0bOCmpeHuem MexncOyHApOOHOU KOHKYPEeHYUU 6ce yauje 603HUKAIOM
obwue npobremvl, mpedylowue COBMECMHO20 NOUCKA IPDEeKMUBHBIX peuleHUll, a MaKice
KOH@AUKMbL,  KOmMopvle MO2ym  Obimb  Ypeeyiuposamnvbl  MOAbKO HA — PECUOHATbHOM U
MHO20CmOponHeM — ypoeHax.  Ommeuaemcs,  4mo  KOJIEKMUGHble — VYCUIUS — VUACMHUKOS
MENHCOVHAPOOHBIX OP2AHU3AYUL U POPYMOB C NOMOWBIO IKOHOMULECKOU OUNTOMAMUU NO360IAI0OM
HAxXo0ums KOMIPOMUCCHL MeXCOy NPAeUmMenbCmeamu 8 UHmepecax 6cex Uil 6OIbUWUHCIMBA YleHO8
MUPOB02O  cOODWecmeda, Ol MHO2UX  CMPAH  NOLYYAMb  6bl200bl  OM  UCNOJb308AHUS
MENHCOVHAPOOHBIX MEXAHUSMOG U Npoyeoyp, a makKice MUHUMUSUPOBAMDL HeONa2onpusmHbvle
nocredcmausi 6 cessu ¢ oesmenvrocmoto THK no monononusayuu npeumywecms enobanruzayuu. I1o
pe3yIbmamam uUccied08anusl 8bIACHEHO, YMo 0OWUMU NPEeONOCLLIKAMU 2I00ANU3AYUU KOMIAHULL 8
MENHCOVHAPOOHBIX IKOHOMUUECKUX OMHOWEHUAX ABIAIOMCA  OOCMUNCEHUSI KOMNbIOMEPHLIX U
KOMMYHUKAYUOHHBIX MEXHONIO02U, NO3BONAIOWUX YEeIUYUBAMb 00MeH udeamu u uxgopmayuei
MedNHCOY PA3HBIMU CMPAHAMU, PACUUPSAMb 3HAHUS nompedumeneti 06 UHOCMPAHHBIX MOBAPAX.
IIpooemoncmpuposano, kak kabenvhvie cucmemvl 6 Egpone u Azuu obecneyusarom gupmam 60
MHO2UX CMPAHAX 0OHOBPEMEHHOe (hOPMUPOBAHUEe PECUOHATbHOO0, d UH020A U 2100ATbHO20 CNpoCd,
a enobanvhvie KOMMYHUKAYUOHHbIE Cemu NO360JIAI0M KOOPOUHUPOBAMb NPOU3BOOCME0 U obwjue
yeu 6 MUposom macumabe maxum oopazom, umo KOMNAHUU, HAXOOSUUECS 8 PAZHLIX YACMsX
ceema, Npou3BO0AmM OOUH U MOM e KOHeuHwvlli npodykm. Jlokazamo, umo COKpawjeHue
MAMONCEHHbIX — Oapbepos Ok UHGECMUYULL U MOP2O6IU  NOOAGTAIOWUM — OOTLUUHCINBOM
npasumenbCcme yCcKopsem OMKpblmue HOBbIX DPLIHKOG OJisl MeNHCOYHAPOOHLIX (PUPM, He MOIbKO
IKCHOPMUPYIOWUX, HO U  CO30AIOWUX  NPOU3BOOCMBEHHbIE —~ MOWHOCMU — Ol MECHHbIX
npoussooumenei. Ilpocnexcena maxdce meHoeHyus K YHUGUKAYUU U cOYUaru3ayuu 2i1o0aibHo2o
coobwecmsa. B uacmumocmu, ommeueHo, umo usMeHeHus, NOCMOSHHO NPOUCXO0sue  cucmeme
20CY0apCmMBeHHOU 61acCmU U 8 MeNCOVHAPOOHOU cpeode, OKA3bl8alom KOMNIEKCHOe 6IUAHUEe Hd
COYUATILHO-NONUMUYECKUE U MEHMANbHblE ACNEeKMbl HAYUOHANIbHO20 uHmepecda. Peztomupyemcs,
umo Gopmuposanue KOHYEeNMyaibHblX YCMOe8 HAYUOHANbHO20 U MeHCOYHAPOOHO20 unmepeca
ABNAEMC  CIONCHBIM U  OJIUMETbHLIM  NPOYECCOM, HA KOMOPbLL GIUAIOM  2eOnoIumuiecKue,
IKOHOMUYECKUE, COYUOKYIbMYPHbIE U NCUXONOSUYECKUE (AaKmopbl, KOppeKmupyemvle CUCmemoll
00UeCmMBEeHHbIX YEeHHOCMell U ompadcaemvle 6 HAVUHbIX 6327504X U NPOSABLEHUAX MACCOBO20
cosnanusa. Iloomomy 6 cmamve paccMompenvl OCHOGHble ACNEeKMbl HAYUOHANbHOU U
MeNCOYHAPOOHOU Oe30NACHOCMIU.

Knrouesvle cnosa: sxonomuueckas 0e30NACHOCMb; MeHCOVHAPOOHA 0Oe30NACHOCHIb;
NPeONpUHUMAMENbCKAS OesIMENbHOCIb, HAYUOHATbHASL De30NACHOCIb, 6€30NACHOCb.

Intriduction. International security should be understood as a set of conditions of the
international environment and system, under which the likelihood of largescale conflicts, associated
with human casualties, between states becomes minimal. The less this probability, the safer is the
international system of a country.

Today the term "national security" is used in many countries around the world. In the
structure of national security, three levels are distinguished: security of the individual, security of
society, security of the state. The connecting link between these levels is the security of the
individual, first of all, the protection of his rights and freedoms. Human rights provide an individual
with the opportunity to act at his own discretion (freedoms or negative rights) or to receive certain
benefits (in fact, rights or positive rights).

The fundamental point that characterizes modern international conflicts is that the
overwhelming majority of them are internal conflicts in which the state is fighting various kinds of
non-state entities, namely: separatists, terrorists, partisans, rebels, and so on. Such a struggle
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involves other countries, which also intervene in the conflict, as a result of which an international
conflict arises. There are also indirect things related to international security, such as the arms trade
and arms in general, the work of international organizations and regimes, how states perceive each
other, and so on [1-4, 11, 12].

The second aspect is that the concept of security has expanded unprecedentedly. In
connection with the emergence of more and more problems, states are setting themselves new
priorities. With regard to pressing problems today, in addition to wars, international conflicts and
terrorism, such topics as global warming, climate change, diseases, information threats and so on
are important.

There is a concept that is also an important aspect in matters of international security —
securitization is our attitude and how we perceive and think about issues of international politics.

Literature review. Problems of economic security of the state related to various sectors of
the economy are studied in their works, in particular, such Ukrainian and foreign experts as
O. Baranovskyy, V.Begma, T.Bludova, Z. Varnaliy, T. Vasyltsiv, O. Vlasyuk, V. Voloshin,
V. Geets, V. Gorbulin, A. Hrytsenko, R. Hrytsenko, S. Davydenko, J. Zhalilo, O. Ilyash, O. Koval,
V. Lipkan, O. Lyashenko, V. Martyniuk, H. Machovsky, I. Migus, A.Mokiy, S.Murdoch,
A. Osepek, O. Sobkevich, A. Sukhorukov, M. Fleichuk, V. Franchuk, Y. Kharazishvili,
V. Shemayev, L. Shemayeva, N. Yurkov.

However, due to the rapid development of the information society, the processes of
globalization and integration, many aspects of national and international security need new
research.

The aim. The purpose of the presented work is to study the features and individual
components of international and national security

Results. Security is a concept applied to those objects that have priority value and
significance. Obviously, their definition at the level of the state-organized community is carried out
in the process of developing the foreign and domestic policy of the state and the formulation of
national interests. This sphere of politics, localized at the "entrance" of the political system, where
the mechanisms of articulation and aggregation of the interests of various groups of the population
operate, functions in accordance with the type of the political system and the model of social
development. However, even in consolidated democracies, the security sphere is in one way or
another inaccessible to the operation of democratic control mechanisms. First, this is due to the fact
that this area is closely intertwined with the state's monopoly on the maintenance and use of power
structures and is protected by the secrecy regime. Secondly, the development of security policy is
largely in the field of expert knowledge. In addition, the cultural conflict present in class
differentiated societies makes it doubtful whether there is a consensus on security issues. Citizens
may be concerned not only about the consequences of technological development, the threat of war,
but also a wide range of other problems, including social deviations, economic turmoil and
environmental disasters. The templates for justifying the priority of certain dangers for the general
public reflect the interests of individual groups of society, whose preferences are formed on the
basis of trust or distrust in social institutions, that is, on grounds of a cultural and ideological nature
(5,7, 8].

State security criteria are:

- political stability of society;

- inviolability of state borders;

- the integrity of the state as the unity of all parts of it stey;

- availability of material and financial resources, as well as the possibility of the ability to
dispose of them for the implementation of its functions by the state;

- legality and order;
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- state sovereignty.

The definitions of the concept of "information security" are diverse. In the most general
sense, information security means the protection of information and information systems from
illegal access, use, disclosure, destruction, alteration or destruction.

A unified classification of information security threats has not been developed. In the
normative legal acts of individual states and international agreements, various variants of such
classifications are recorded, but none of them has become generally accepted. The subject of
general agreement is perhaps only the need to monitor new threats in the field of information
security, in particular, to monitor the development of technologies that can damage international
and national information security.

Communication technologies create new levers of influence on the behavior of users of
mobile devices connected to the Internet. It becomes possible to design and direct cascading
decision-making processes for many people. Such technologies are actively developing in the field
of marketing and advertising, as well as in election campaigns [5—6, 9].

From a security point of view, the self-organization of social media users is an ambivalent
phenomenon. Cyberspace here acts as an environment in which, on the one hand, manipulations,
informational violence, propaganda and incitement take place, on the other hand, countering
extremism, neutralizing, preemptive and preventing information threats, the development of
socially useful activism: fundraising for charity, attracting volunteers, etc.

The current trend in discussions about cyber threats, primarily in democracies, is their
politicization (on the one hand, the choice between freedom of expression and the right of citizens
to information about the activities of the state, and on the other, the state's desire to control
communication and destroy terrorist networks). Side effects of the development of social media,
which are symptoms of an exacerbation of the problem of information security in its humanitarian
dimension, have become the spread of false news and the phenomenon of post-truth - phenomena
that manifest themselves at a new technological level and, due to increased efficiency, carry new
threats to the foundations of social stability.

A separate circle of problems in the field of information security is due to the rapid
development of the Internet of Things, which is a set of communication networks that unite the
physical and virtual world, where people and objects transmit information to each other about their
state and environment. With the advent of the Internet of Things, the problem of balancing
convenience and privacy has arisen. There are now more than 6 billion "smart" devices in the world
— physical objects that can connect to the Internet and have the technical ability to process data. The
Internet of Things, with its billions of connections, greatly expands the range of objects vulnerable
to attack, which places increased demands on the resilience and reliability of its devices. The
dangers in the functioning of such devices are associated with the possibility of hacking and
disabling them. Most devices do not have security solutions. Their manufacturers rarely release
security updates and new firmware. The modern level of protection of Internet devices allows
hackers to hack them and collect them into powerful botnets, which has become a serious problem
on the way of the development of the Internet of Things in Europe [10, 12].

The anthropogenic threats that individuals, society and the state face in the information
space are primarily of a criminal and military-political nature. In the first case, we are talking about
illegitimate illegal actions of attackers, and in the second, about violations of the balance of power
in international relations, in which the right to use force is increasingly regulated and limited, but,
due to the tradition that has developed in the Westphalian world, it is allowed from a legal and
moral point of view. vision.
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The spectrum of possible cyber threats to national security is extremely wide and
encompasses a huge range of possible events, from occasional unauthorized access to certain
materials to the systematic use of cyber space for strategic military purposes.

Both nationally and internationally, today there are three interrelated groups of problems in
the field of information security: the militarization of cyberspace, cybercrime and cyber threats to
critical infrastructure.

The militarization of cyberspace is, in essence, a natural continuation of the defense policy
of modern states in the context of the development of cyberspace. This trend is due to the
availability of appropriate institutional and organizational capacities. Naturally, not all cases of
cyberattacks, of which millions occur every day in the world, are related to military security and
strategic stability. Experts distinguish two types of cybercriminals' actions: the use of computer
networks and attacks on computer networks. In the first case, information is leaked against the will
of its owner, and in the second, information is damaged or destroyed.

The peculiarities of the fight against cyber attacks are that in cyber space it is often
problematic to identify the aggressor. Determining it can be very costly, time-consuming, and yet
unsuccessful. It may take just a few lines to turn a program into a weapon. Such programs can be
written or purchased through the darknet by anyone, making it difficult to enforce legal constraints
on the misuse of cyberspace. There are three main vectors of cyberattacks: through networks,
through suppliers, and through people who cause damage, deliberately or through negligence.

A promising cyber arms control tool today is tabooing the targets to which cyber weapons
are used. In the course of conflicts in cyberspace, objects necessary for the life support of the
civilian population can be damaged.

Terrorism is a serious challenge to the national security of the state. As a threat to national
security, terrorism encompasses with its destructive impact all the main spheres of the country's
public life. Direct violent encroachments on the life, health and property of citizens, as well as on
material objects of various purposes, not only entail serious damage to the security of the population
and the country's economy, but at the same time undermine the stability of the political system of
society, the stability of the state, citizens' faith in their state, contribute to undermining the authority
of the authorities among the population, and in some cases even paralyze the actions of the
authorities [12].

As a criminal phenomenon, terrorism is illegal, criminally punishable acts expressed in the
commission of explosions, arson or other actions that create the danger of death of people, causing
significant property damage or the onset of other socially dangerous consequences, if these actions
were committed in order to violate public safety, intimidate the population, or influencing decision-
making by the authorities, as well as the threat of committing these actions for these purposes.

The organizers of terrorist acts seek to sow fear among the population, cause economic
damage to the state, destroy their rivals, and hinder the work of law enforcement agencies. Under
certain conditions, terrorist actions can lead to large-scale environmental or economic disasters and
massive loss of life. So, recently, the number of threats of explosions of nuclear power facilities,
transport, environmentally hazardous industries, in places of mass gathering of people, including
the metro, large shopping and entertainment complexes, has significantly increased.

The residual effect of terrorist acts is the demoralization of society, whipping up an
atmosphere of fear, uncertainty, intimidation, paralysis and suppression of public will,
dissatisfaction with the authorities and law enforcement agencies, the elimination of democratic
institutions in society, and hindering the normal functioning of state bodies.

The term "terrorism" comes from the Latin "teggog" — fear, horror. And it is precisely
bringing people to a state of horror that is the psychological stake of modern terrorism.
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Terrorism itself is embodied in the form of a terrorist act — the commission of a terrorist
crime, which is the final stage of a terrorist operation.

Terrorism is a multidimensional crime, the main purpose of which is public safety, as well
as attacks on:

- life and health of citizens;

- objects of critical infrastructure;

- natural environment;

- information environment;

- government bodies;

- statesmen and public figures.

Terrorist acts can be of the following types:

Abduction. Kidnapping, as a type of terrorist attack, is usually committed by a group of
persons by prior conspiracy. As a rule, well-known or significant figures are abducted, which must
necessarily attract the attention of the public: popular politicians, high-ranking officials, famous
journalists, diplomats.

An armed attack without fatal outcome and causing significant property damage. It is carried
out by terrorist organizations at the stage of formation, when the experience of conducting large-
scale operations has not yet been accumulated, as well as by actively operating organizations that
only need to demonstrate the ability to conduct armed operations.

Attempt and murder. One of the common methods of terrorism. It is carried out with the use
of edged weapons and firearms, can be carried out by arrivals to crowds of people by vehicles.

Robbery (expropriation). It is carried out both with the aim of obtaining the funds necessary
for the struggle, and for the purposes of propaganda. It takes on the greatest scope during periods of
revolutionary destabilization.

Capturing buildings. Most often, the buildings of embassies, government offices, party
offices are subjected to raids. Chechen terrorism has provided an example of hostage-taking attacks
on hospitals and schools. As a rule, a terrorist operation is not limited to the seizure of a building. If
the course of affairs is successful for the terrorists, they are given the opportunity to leave the seized
structure under the guise of hostages.

Seizure of a vehicle: plane, ship, train, bus, car (so-called "hijacking"). The most frequent
aircraft hijacking in the world, also referred to as "skidjacking". Skyjacking is the most effective
among other types of vehicle hijacking, since, firstly, it keeps the special services from carrying out
attacks on terrorists because of the high risk of hitting hostages, and secondly, air transport seems to
be a more convenient means of escaping from pursuit.

Explosions and arson. Terrorists are employed in crowded places: markets, train stations,
stadiums, shopping centers, buildings, public transport and other places.

Cyber terrorism (cyber war) is an attack on computer networks. The emergence of this
phenomenon is associated with the increased role of computers in all spheres of life and with the
dependence of the normal functioning of infrastructures on the safety of computer networks. The
attack on computers through unauthorized access is carried out in order to sabotage and disrupt the
work of the relevant institutions.

Currently, the possibility of terrorists using nuclear, chemical, biological weapons for
criminal purposes is being considered.

Nuclear terrorism involves the use of nuclear substances and radioactive materials as
weapons. It can be a nuclear explosive device, contamination of the area with radioactive
substances without a nuclear explosion, a terrorist attack on a nuclear reactor with the intention of
destroying it and carrying out radioactive contamination of the area.
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Conclusions. Among the substantive components of security are the following: 1) political
security; 2)state security; 3) military security; 4)economic security; 5)social security;
6) humanitarian security; 7) scientific and technological security; 8)environmental safety;
9) information security; 10) communication security 11)social and psychological security;
12) cultural security.

In the context of international security, each state has the best opportunities to pursue
policies aimed at improving the material living standards of people and the free development of the
individual, ensuring the full rights and freedoms of man and citizen. The modern interpretation of
the concept of "international security”" is identified with this type of world order, which creates
convenient international conditions for the free development of states and other subjects of
international law. The defining principle of international security is the principle of non-use of
military force to resolve interstate conflicts.

Thus, an important factor in the IEA system in recent decades is a scientific and
technological breakthrough with far-reaching consequences in the economic, social, political,
ideological spheres of human life. Computerization and the information revolution have paved the
way for a scientific and technological revolution in military affairs. The introduction of new
technologies has significantly changed the nature and capabilities of conventional weapons,
reconnaissance and military control systems, led to the creation of high-precision weapons,
expanded the capabilities of military action at a distance, and others. The importance of the quality
of weapons is growing, which is difficult to compensate for its quantity. The gap between
technologically advanced countries and the rest of the world is widening.

The global economic situation and the outlook for 2020 warn that economic risks remain
strong, exacerbated by the deepening political problem and increasing doubts about the benefits of
multilateralism [5, 9]. These risks threaten to strengthen the position where global cooperation is
paramount.

The rise of living standards over the last century have also relied heavily on depleting the
world's natural resources, so we must prioritize sustainable consumption and production as a way of
life that ensures sustainable socio-economic growth while protecting the planet.

This state of affairs objectively encourages countries with scientific and technological
backwardness to either join coalitions of highly developed countries or seek counterbalances in the
field of lower military technologies.
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