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Abstract. The purpose of this study was to develop a conceptual model for the integration of modern digital technologies
in the healthcare sector with adaptation to Ukrainian conditions and the creation of a single national medical ecosystem.
The study was based on a systematic analysis of literature sources using content analysis and a systematic approach.
Publications, review papers, and official documents available in leading scientific databases (PubMed, Scopus, and Web of
Science) over the past five years were used to collect data. The research algorithm included preliminary selection of sources
according to the criteria of relevance, reliability, and scientific significance, further analysis of technological solutions
in the areas of telemedicine, artificial intelligence and virtual reality, and assessment of their integration compatibility
with existing electronic health systems. The analysis covered the economic, ethical, and legal aspects of implementing
innovative technologies. The results showed that telemedicine contributes to improving access to health services in remote
regions, but its implementation is limited due to imperfect infrastructure and the lack of uniform regulatory standards.
Analysis of artificial intelligence algorithms has shown their high potential in diagnosing and predicting diseases, which
indicates the need to adapt technologies to local conditions. Research on the possibilities of virtual reality has confirmed
its effectiveness in therapy, rehabilitation, and medical education, although implementation is accompanied by technical
difficulties. The developed conceptual model considers both technical and organisational factors of digitalisation of
healthcare, which can become the basis for strategic planning of further experimental implementations in the national
health system. Thus, the analysis identified the main trends and problem areas of digital technology implementation
that contribute to improving the quality of medical services and optimising resources. The results of the study form the
scientific basis for developing practical measures and strategies for digitalisation adapted to the conditions of Ukraine
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Introduction

215t century medicine is at the stage of comprehensive dig-
ital transformation, which involves the active introduction
of telemedicine, artificial intelligence (AI) and virtual real-
ity (VR) in various areas of healthcare. These technological
solutions not only improve the accuracy of diagnosis and
effectiveness of treatment, but also significantly expand
the possibilities of rehabilitation and remote monitoring
of patients, especially in remote regions.

Thus, E. Donnellan & A. Watts (2024) noted that tele-
medicine has proved extremely important in times of crisis
and emergency situations due to timely remote consulta-
tions and automated patient monitoring systems. In their
publication, the researchers detailed the experience of using

telemedicine solutions during disasters and epidemics,
showing how they help to ensure continuity of medical
care. The paper also emphasised the positive impact of such
technologies on optimising resource allocation and improv-
ing interaction between doctors. However, W. Febriyani et
al. (2023) emphasised that the lack of uniform data security
standards and regulation of the legal framework hinders the
large-scale spread of such solutions. The researchers pro-
posed the development of unified information exchange pro-
tocols to strengthen patient privacy protection and prevent
confidential data leakage. In addition, they stressed the im-
portance of international cooperation in the harmonisation
of legislative requirements and relevant ethical standards.
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Artificial intelligence algorithms are becoming in-
creasingly important in the medical field, because they can
quickly process large amounts of data and detect patholo-
gies with high accuracy. V. Pillai (2024) drew attention to
the fact that platforms like PathAl speed up diagnosis, but
there is a question of transparency of the “black box” — dif-
ficulties in understanding exactly how the algorithm makes
decisions in specific clinical cases. The researcher also sug-
gested integrating explanatory Al techniques to increase
trust on the part of doctors and patients and make the de-
cision-making process clearer. N. Shah (2024) saw the need
for clear standardisation of approaches and certification of
Al tools, so that the results of their study are reproducible
in various medical institutions. The researcher compared
the available standards and proposed creating unified cri-
teria for evaluating the accuracy and reliability of Al solu-
tions. The researcher also noted that constant monitoring
of algorithms and updating their models is a prerequisite
for maintaining a high quality of medical services.

An equally important role was played by virtual reality,
which opens up new prospects in therapy and rehabilita-
tion, providing manageable conditions for training patients
with various diagnoses. K. Moulaei et al. (2024) pointed out
the effectiveness of VR platforms in dealing with post-trau-
matic stress disorder and the consequences of neurological
damage, as patients are able to safely handle stressful sit-
uations or restore lost skills. The study noted that regular
use of VR technologies contributes not only to improving
clinical indicators, but also to increasing the motivation
of patients to actively participate in their own rehabilita-
tion. Moreover, interactive simulations have become useful
for medical education, as they provide close to real-world
clinical scenarios where students and doctors can hone
their professional competencies (Schiza et al., 2019). The
researchers noted that such training significantly improved
the skills of teamwork, decision-making in stressful con-
ditions and mastering emergency protocols. It was based
on simulating various situations in a virtual environment
that participants were able to quickly respond to complica-
tions and mistakes, without exposing real patients to risks.

The next level of digital medicine is associated with
building a single integrated environment where all stake-
holders interact — from healthcare institutions and insur-
ance organisations to patients themselves. According to
S.S. Albougq et al. (2022), the fragmentation of available
solutions and the lack of agreed protocols complicate data
exchange and interoperability of systems, and therefore
hinder the development of an integrated digital ecosystem.
The researchers emphasised that the introduction of gen-
eralised standards can minimise duplication of processes
and speed up the provision of health services at all levels.
Instead, creating a shared information space could increase
the effectiveness of therapy, optimise costs, promote better
communication between doctors and patients, and simpli-
fy the implementation of synergy between Al, VR, and tele-
medicine services (Morita-Jaeger et al., 2024). Researchers
studying this topic emphasised that a single integrated

platform can provide comprehensive support for clinical
solutions and speed up administration processes. Attention
has increased to ethical issues related to the confidentiality
of personal data, and the distribution of responsibility for
errors that can be made by automated systems. Therefore,
the purpose of the theoretical research was to thorough-
ly investigate the available digital solutions and develop a
conceptual model outlining scientifically based approaches
to their implementation in broad clinical practice.

Materials and Methods

The study focused on the development and theoretical
substantiation of a conceptual model that integrates key
digital technologies and their interaction mechanisms in a
single healthcare ecosystem. At the first stage of the study,
a comprehensive analysis of scientific publications, review
papers and official documents covering the implementa-
tion of telemedicine, artificial intelligence technologies,
and virtual reality in various clinical settings was carried
out. This approach helped to identify common patterns
and the main challenges that arise when integrating indi-
vidual digital solutions into medical practice. The accumu-
lated information about real cases and implemented devel-
opments formed the basis for building a conceptual model.

In the process of forming the model, general scientif-
ic methods of data analysis, synthesis, and systematisation
were used. Initially, the available sources were divided into
thematic blocks covering specific areas of healthcare digi-
talisation. After summarising the results obtained, a search
was carried out for logical connections between various tech-
nological solutions, which helped to identify critical nodes
of the ecosystem that should be given special attention to
ensure compatibility and scalability of the system. Special
emphasis was placed on integrating electronic health re-
cords with a common database, which ensures continuous
exchange of information between all components of the
model. The analysis considered both technical and organisa-
tional aspects that contribute to the creation of an effective
digital ecosystem in the context of modern clinical processes.
To test the viability of the developed concept, an additional
theoretical analysis of modern technological solutions used
in medical institutions and research centres was carried out.

The study covered data encryption, security of infor-
mation exchange, and effective integration of various in-
formation systems into a single digital healthcare platform
(Pawar et al., 2024). Special attention was also paid to the
investigation of the possibilities of creating virtual environ-
ments for rehabilitation activities and training simulations.

A conceptual model has been developed that describes
a complex architecture in which telemedicine, Al, and VR
can interact through a single centralised data ecosystem.
This model has been expanded with a more detailed de-
scription of information flows and possible connection
points for other compatible technologies, such as Internet
of Things systems for continuous monitoring of health
indicators. Based on this, a number of recommendations
were proposed to optimise the integration process, in
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particular, to strengthen the security of data exchange, im-
prove the compatibility of various electronic systems, and
create common standards.

Results and Discussion

Overview of digital technologies in healthcare:
Essence, significance, and key aspects

During 2014-2024, digital technologies were consid-
ered as a fundamental catalyst for the transformation of

the healthcare industry, as they allowed expanding the
horizons of diagnosis, therapy, and prevention. However,
their massive development was accompanied by a number
of challenges covering both legal and ethical issues, includ-
ing the need to adapt infrastructure and improve the dig-
ital literacy of patients and healthcare professionals. Ta-
ble 1 provides a comparative description of the main digital
technologies that were actively used in medicine in 2024
and their key advantages.

Table 1. Key digital technologies in healthcare: features and advantages

Technology Description Features and advantages
. . 1. Provides access to medical services without physical contact.
;s Video consultations o . . .
Telemedicine and remote medical care 2. Facilitates access for patients in remote regions.
* | 3. Reduces the burden on inpatient departments and hospitals.
. Use of algorithms 1. Improves the accuracy of diagnostics, in particular, in oncology and cardiology.
Artificial d hine | : 2 C lvse 1 fd d d li
intelligence and machine learning - Can analyse large amounts of data to detect patterns and anomalies. )
to analyse medical data. | 3. Automates routine tasks and improves the efficiency of healthcare professionals.
1. Helps patients with mental disorders through exposure therapy (for example,
Use of simulations schizophrenia, post-traumatic stress disorder).
VR for therapeutic 2. Used in rehabilitation after injuries and strokes.
or rehabilitation purposes. | 3. Creates opportunities for training medical personnel through simulations
of complex clinical situations

Source: compiled by the author based on D.K Pawar et al. (2024)

However, the large-scale integration is still accompa-
nied by financial, technical, and personnel obstacles. If it
is possible to develop more affordable equipment, uniform
standards for testing effectiveness, and train the necessary

specialists, virtual reality may well become an integral part
of modern medicine. Table 2 summarises the main factors
that facilitate or, conversely, restrain the introduction of
digital technologies.

Table 2. Factors of introduction of digital technologies in medicine

Factor Impact on implementation

Detail

Lack of wuniform standards can
complicate integration and interaction
between different technologies and
platforms

Technical standards

1. Need to develop a single protocol for data exchange between
medical institutions.

2. Importance of creating standards to ensure compatibility between
different hardware and software solutions.

Need to develop legal norms for the
protection of medical data and define
the limits of responsibility for their
processing

Legal aspects

1. Defining the legal framework for processing patients’ medical
data, especially in the context of telemedicine and Al.

2. Need to create rules for informed consent of patients to use their
data for Al training.

Low levels of digital literacy limit
patients’ access to new technologies
and can become a barrier to their
implementation

Digital patient literacy

1. Patients who are not familiar with digital technologies may have
difficulty accessing online counselling or health services

2. Problems with teaching patients the basics of using technologies
such as video communication, online consultation platforms

The need for large investments to create

Financing and and maintain medical technologies,

1. Develop infrastructure for digital medical platforms, including
hardware, software, and staff training.

adoption of new technologies by
patients and doctors

investment which may limit their implementation | 2. Government or private sector support is required to finance
in some countries. projects that reduce the cost of technology
Regul .. d . £ 1. Without proper training, doctors will not be able to effectively use
Traini £ medical egular training and retraining o technologi hich will lead to their ineffici
raining of medica new technologies, which will lead to their inefficiency.
healthcare professionals is required to L0 g .
personnel - 2 < 2. Organisation of advanced training courses for medical
effectively use new digital tools A . . :
professionals, which will ensure the correct use of technologies.
Importance of cultural, social, and é: Eatientsi; es?ecilally tl;le oldgé generatllon,.may not be ready to use
) N sychological aspects for the successful igital technologies such as video consultations
Social acceptability p 2. Consideration of socio-cultural features in the development of

platforms and ensuring access to technologies for different groups
of the population

Source: compiled by the author

As evidenced by the experience of India and South
Korea, given in the papers by N. Viswanadham (2021) and
H.Y. Lee et al. (2023), comprehensive implementation of
solutions is possible only with an interdisciplinary ap-
proach and coordinated actions of government agencies,
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medical institutions, IT companies, and insurance organ-
isations. India has demonstrated an example of centrally
combining hospitals, insurance companies and pharma-
ceutical suppliers into a single network that facilitates data
access and treatment coordination. This model is especially
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valuable for regions with uneven distribution of resourc-
es, where there are not enough specialists and modern
equipment. South Korea focuses on personalised strategies
where Internet of Medical Things (IoMT) devices continu-
ously collect vital data and transmit it to the shared medi-
cal space. Due to this, doctors can quickly respond to minor
deviations, which reduces the number of exacerbations and
hospitalisations and increases patient comfort.

The combination of telemedicine, Al, and VR in a sin-
gle platform forms the basis for future medicine based on
continuous information exchange, personalisation of ther-
apeutic programmes, and a multidisciplinary approach. As
noted by W. Huang et al. (2023), Al systems can speed up
the processing of laboratory tests, minimise errors, and
support more efficient use of clinic resources. However,
telemedicine and VR open up new formats of rehabilita-
tion, when patients are given the opportunity to perform
exercises remotely or undergo training scenarios. Despite
their high potential, the integration of these tools largely
depends on the degree of interaction between the state and
the private sector, the willingness to invest in infrastruc-
ture and implement data protection measures. In addi-
tion, the lack of uniform industry standards and clear legal
norms complicates the exchange of medical information,
increases the risk of abuse or cyber-attacks, and under-
mines patient trust.

It is indisputable that digitisation of the medical sector
has both social and economic consequences. South Korea’s
experience shows that the development of telemedicine
and IoMT reduces barriers to access to qualified care, es-
pecially for remote regions or low-mobility patients (Lee et
al., 2023). This helps to improve public health indicators
and allows doctors to focus on more complex clinical situa-
tions. From an economic standpoint, automating processes
(such as laboratory research) using Al increases productivi-
ty and reduces the cost of manual work (Huang et al., 2023).
Telemedicine reduces the number of face-to-face visits,
which reduces the need to expand the physical network of
hospitals and allows doctors to serve more patients online.
However, the success of such models is impossible with-
out initial investment in equipment, training, and support
for network infrastructure, and for poorer countries, these
costs can be excessively high without external funding.

In addition, digital medicine can deepen social ine-
quality if some people do not have access to high-speed In-
ternet or the necessary level of technical skills. Therefore,
state and international programmes of “digital inclusion”
are becoming very important, aimed at ensuring that the
most vulnerable categories of the population are not left
out of medical innovations. Digital technologies in health-
care (telemedicine, Al, VR, and IoMT) have huge potential to
improve the efficiency, accessibility, and personalisation of
healthcare services. However, their large-scale implemen-
tation faces a number of obstacles — from the lack of unified
technical standards and legal mechanisms to the problem of
insufficient digital literacy. Successful integration of these
technologies into the real medical ecosystem requires:

1. Systematic approach that considers telemedicine, Al,
VR, and IoMT as an interconnected ecosystem. All compo-
nents must be compatible with each other and based on agreed
standards for storing, sharing, and analysing medical data.

2. Interdisciplinary interaction that attracts specialists
in the fields of medicine, computer science, engineering,
and social sciences. This helps to assess the impact of digi-
tal solutions on different regions and health systems, con-
sidering economic, cultural, and legal characteristics.

3.Legal and ethical grounds. Clear regulatory norms
and mechanisms of responsibility in case of errors or abus-
es are needed, in particular, regarding the processing of
personal data and explaining the results of Al systems.

4. Comprehensive training programmes for doctors and
patients, and digital inclusion efforts to avoid the gap be-
tween “technologically trained” and vulnerable populations.

5. Financial incentives and public-private partnerships
to cover high initial costs and further scale pilot projects to
the level of national programmes.

If these principles are followed, digital innovations can
move from the category of auxiliary or “crisis” tools to a
full-fledged basis for the development of modern health-
care. In the long run, this can ensure better provision of
medical services, save resources, and develop truly pa-
tient-centred medicine, where everyone receives the nec-
essary care on time and in a convenient format.

Telemedicine: Integration

in the modern healthcare system

In the period 2015-2024, telemedicine became particularly
important as one of the most promising tools for modernis-
ing the healthcare sector. It significantly reduced the phys-
ical distance between the patient and the doctor, providing
virtual consultations, diagnostics, and real-time monitor-
ing. According to M. Héagglund et al. (2023), in the context
of the COVID-19 pandemic, the introduction of video con-
sultations in the Swedish primary care system has reduced
the burden on inpatient departments and reduced the risk
of infection of people from high-risk groups. However,
such a rapid transition required not only the installation
of technical equipment, but also a significant restructuring
of infrastructure, which in some regions was not properly
developed. In addition, information campaigns were con-
ducted to dispel patients’ scepticism about the safety and
effectiveness of online interaction.

L. Kupczik et al. (2022) and M.S. Khan et al. (2019) not-
ed that video consultations are only the initial stage in the
development of telemedicine. A promising area is the wide-
spread introduction of remote sensors that can transmit
real-time data on the patient’s physiological state (blood
pressure, pulse, oxygen saturation, etc.). This format allows
quickly identifying deviations and adjusting therapy, which
is especially important for patients with chronic diseases
(cardiovascular, respiratory, etc.). However, the researchers
warn about the risks of leakage of confidential information,
since data transmission can take place through different
platforms with different levels of protection. This makes it
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difficult to form a unified picture of the course of the dis-
ease and disrupts the continuity of patient monitoring. An
equally important aspect is the development of universal
technical protocols that allow integrated data exchange
between medical institutions. Unification of formats and
standards facilitates interaction between doctors, reduces
barriers to patient performance transmission, and improves
treatment coordination. It is necessary to clearly distribute
the levels of access to medical records to protect person-
al data and prevent unauthorised use of information. The
imperfection of the legal framework in this area often be-
comes a serious obstacle to the development of telemedi-
cine, even despite the obvious advantages of such a model.

As noted by Y. Sofia et al. (2022), telemedicine also car-
ries socio-cultural challenges. Remote consultations have
greatly facilitated access to a doctor for those who live in
remote regions or have limited mobility. However, older
adults and patients with low levels of digital literacy may
have significant difficulties adapting to technological in-
novations. To overcome this barrier, comprehensive educa-
tional initiatives, training programmes on the use of tele-
medicine services, and the involvement of social workers to
help set up video communications and explain what data
the doctor needs are offered. All this shows that for the full
integration of telemedicine into the healthcare system, it is
necessary not only to improve the technical base, but also
to build patient trust and ensure the protection of personal
data. In general, telemedicine is turning from an “emer-
gency” tool into a full-fledged component of modern med-
ical care. Its greatest potential is manifested in epidemio-
logical threats, when it is important to minimise contacts
in hospitals and simultaneously maintain the continuity of
service provision to a wide range of the population. The
history of remote consultations and access to digital pa-
tient cards greatly facilitate the work of various specialists,
because all information is available in a centralised format.
However, the ultimate success of spreading such models
depends on the availability of clear technical solutions,
public confidence in online doctors, and high-quality sup-
port for patients who need help using new services.

Artificial intelligence in medicine:
Application and problems
Al is rapidly integrating into medical practice, as it can
process big data, identify hidden patterns, and improve
diagnostic accuracy. According to the observations of
0O.C. Oguine & K.J. Oguine (2022) and J. Li et al. (2024),
deep learning algorithms are very effective in recognis-
ing the first signs of cancer in medical images. This is ex-
tremely important for oncology, since early detection of
the disease allows choosing the optimal therapy in time
and thereby increasing the chances of recovery. Based on
Al doctors can reduce the impact of the human factor and
pay more attention to complex clinical decisions, rather
than routine verification of results.

A. Amjad et al. (2023) highlighted the growing ef-
ficiency of AI through its combination with IoMT.

This integrated environment allows continuously moni-
toring patients’ vital signs and instantly signalling devia-
tions from the norm. This paves the way for a preventive
model of medicine, where exacerbations can be avoided or
postponed to a later date due to timely treatment adjust-
ments. However, the effective implementation of these
ideas requires the unification of information platforms
and security protocols to protect sensitive data and elim-
inate duplication of information in different databases
(Mohammed et al., 2022).

M.S. Khan et al. (2019) focused on the compatibility
of different information systems, without which Al algo-
rithms will not be able to form a holistic view of the pa-
tient’s condition. Disparate databases, lack of a consistent
format for storing information, and duplication of records
increase the risk of clinical errors and delay treatment de-
cisions. Therefore, the inclusion of Al in the infrastructure
of medical institutions requires not only technical, but
also organisational training, including the establishment
of procedures for the exchange of medical information.
The phenomenon of the “black box” remains particular-
ly controversial, when the decision-making process of a
neural network is incomprehensible to users. According to
D. Apage (2023), this opacity creates distrust on the part
of doctors and patients who do not know what factors in-
fluenced the diagnosis or recommendation. The answer to
this problem is the explicable AI paradigm, which allows
explaining how the algorithm came to a certain conclusion
(Patil et al., 2021). However, the introduction of such solu-
tions requires additional developments and new method-
ologies for interpreting complex machine learning models.

From a legal standpoint, the question of liability for Al
errors remains open. When the algorithm assumes inaccu-
racies in a complex clinical case, it is not clear who should
be responsible - the doctor who trusted the technology,
the software developer, or the institution that implement-
ed it. Such aspects are actively discussed by legal experts,
and relevant regulators who are trying to adopt rules for
the use of Al Thus, the success of Al in medicine depends
not only on the quality of algorithms and the amount of
data, but also on creating transparent rules and safety
standards that establish a framework of responsibility and
protect the interests of patients.

Virtual reality: Therapy, rehabilitation, and training
VR has opened up new approaches to treatment and reha-
bilitation, offering the creation of interactive environments
that are as close as possible to real conditions. With VR,
patients can “immerse themselves” in controlled scenari-
os that mimic social interactions, therapeutic exercises, or
even critical situations that are not available for safe play-
back in a clinic setting. According to D. Kruk et al. (2020),
the use of VR therapy has shown positive results in patients
with psychiatric disorders, in particular, schizophrenia.
This format allowed tracking reactions in more detail and
gradually correcting pathological representations, avoid-
ing excessive stress or risky contacts.
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The study by M.M.T.E. Kouijzer et al. (2023), which was
based on the North American Society for the Sociology of
Sport (NASSS) Framework, highlighted several barriers to
introducing VR into everyday practice. First, there are not
enough specialists who have a thorough knowledge of clin-
ical medicine and understand the development of virtual
environments. Second, high equipment costs (helmets,
controllers, powerful computers) hinder large-scale im-
plementation. Third, the lack of proper facilities and the
lack of understanding of the potential of VR by the man-
agement of institutions also make it difficult to integrate
the technology. Z. Liu et al. (2022) summarised areas where
VR has already demonstrated tangible positive effects:
treatment of post-traumatic stress disorder (PTSD), treat-
ment of various phobias (A &F), chronic pain management
(PM), and dynamic neuromuscular stabilisation (DNS). The
key advantage is the possibility of gradual exposure of the
patient to trigger situations and the development of game
scenarios that increase the motivation of patients for re-
habilitation. However, the researchers emphasised the lack
of unified methods for evaluating the effectiveness of VR
therapy, which makes it difficult to compare the results of
different research groups.

According to F. Ferreira-Brito et al. (2022), gamification
is an important factor in increasing the attractiveness of VR

applications. In virtual “gaming” environments, patients
feel more involved and follow rehabilitation instructions
more easily. However, the spread of such solutions is still
hindered by the high cost of the hardware complex, the need
for a high-speed Internet connection and the availability of
technical personnel responsible for the correct operation of
VR systems. Thus, despite the great prospect, VR continues
to be a technology that requires further improvement and
adaptation to the real conditions of various clinics. Overall,
the analysis of these studies shows that VR can significant-
ly expand the available therapy formats, increase patient
motivation to collaborate with a doctor, and complement
conventional treatment and rehabilitation methods.

Conceptual model for integrating digital technologies
into the healthcare system

Based on the analysis and collected literature, a conceptual
model for integrating digital technologies into the health-
care system was developed, which provides for the crea-
tion of a single integrated environment. This environment
combines telemedicine services, artificial intelligence tools,
virtual reality technologies, and other digital solutions,
ensuring their synergistic interaction to improve the ef-
ficiency of medical services. The structure and interaction
of system components is shown in more detail in Figure 1.

Telemedicine
Remote consultations
Collecting primary patient data

’ Secure channels

‘ I ’ Analytics/recommendations

Data request

<=
——>

Analysis of medical data with CMD
Solution support
Chatbots, forecasts

Al

3D models, diagnostic data

’ Recording the results of VR sessions ‘ ’

CMD (system core)

Main repository (medical history, results
of analysis)
Authorisation, security
Centralised exchange

I

Virtual reality
Training simulators for doctors and students
VR sessions (therapy, rehabilitation)
Personalised scenarios

Figure 1. Integrated medical ecosystem: telemedicine, Al, VR, and centralised database

Source: compiled by the author

The basis of this integration is a centralised ecosystem
of medical data that combines information from a variety
of sources, including electronic medical records, data from
telemedicine consultations, test results, and metrics col-
lected using Internet of Medical Things. Such an ecosys-
tem provides a continuous stream of data that is analysed

60

using Al algorithms to support clinical decision-making,
risk prediction, and treatment personalisation. The use
of Al allows automating routine tasks, improving the ac-
curacy of diagnostics and optimising treatment processes.
For example, deep learning algorithms can quickly and
accurately detect abnormalities in medical images, which

Technologies and Engineering, Vol. 26, No. 1, 2025



Khrulov

significantly speeds up the process of making a diagnosis
and choosing the optimal therapy.

An important aspect is the use of VR technologies for
patient rehabilitation and training of medical personnel.
VR environments create a controlled and adaptive therapy
environment, allowing patients to safely handle stressful
situations or restore physical skills. For medical person-
nel, VR provides the ability to train in simulated clinical
scenarios, which increases their professional competence
and readiness for various clinical situations. For example,
virtual simulations can help doctors to practice complex
surgical procedures without risking patients, and patients
with mental disorders can safely process their emotions in
a controlled environment.

Telemedicine plays a key role in ensuring the availabil-
ity of health services for patients in remote regions and for
those with limited mobility. Remote monitoring of phys-
iological parameters in combination with teleconferences
allows doctors to constantly monitor the condition of pa-
tients and quickly respond to changes in their health. This
not only improves the quality of medical services, but also
reduces the burden on hospitals and medical institutions.
For example, patients with chronic diseases can regularly
receive remote consultations and monitoring, which allows
them to adjust the treatment process in a timely manner
and prevent complications.

Integration of digital technologies also involves con-
sidering regulatory aspects and issues of confidentiality
of medical data. The implementation of common security
standards and data exchange protocols is an important com-
ponent for ensuring the protection of patients’ personal in-
formation and responsibility for its processing. Regulating
the legal framework promotes trust in digital medical solu-
tions and their widespread adoption. For example, the crea-
tion of regulations on the collection, storage, and transmis-
sion of medical data, and defining the responsibility of the
parties in the event of violations, is a necessary step to en-
sure the safety and effectiveness of digital medical systems.

The social and organisational aspects of digital inte-
gration include increasing digital literacy among patients
and medical staff, and creating conditions for smooth in-
teraction between different participants in the medical
ecosystem. This includes conducting training programmes,
information campaigns, and creating intuitive interfaces
for users of different ages and social groups. Increasing
digital literacy allows patients to use telemedicine services
more effectively, and healthcare professionals to success-
fully integrate new technologies into their daily practices.
For example, organising training sessions for doctors on
the use of Al and VR can significantly improve the quality
of medical services and increase patient satisfaction.

The integration of digital technologies into the health-
care system also requires consideration of economic as-
pects. High initial investment in equipment procurement,
software development, and staff training can be a signif-
icant barrier for many healthcare facilities. However, the
long-term benefits of implementing digital technologies,

such as reducing the cost of maintaining physical infra-
structure, improving the productivity of healthcare work-
ers, and improving the quality of healthcare services, make
this investment justified. For example, automating labora-
tory processes using Al can reduce the cost of processing
tests and improve the accuracy of results, which, in turn,
improves the efficiency of medical institutions.

Overall, the integration of digital technologies into
the healthcare system provides a comprehensive approach
that combines technical innovation, regulatory, social ad-
aptation, and organisational support. This helps to create
a flexible, efficient and safe medical ecosystem that can
meet modern challenges and provide a high level of med-
ical services for all categories of the population. Based on
this integration, it is possible to achieve a more flexible,
personalised and patient-oriented medicine that is able to
quickly adapt to changes in the medical field and provide
high-quality care regardless of the geographical location or
socio-economic status of patients.

Challenges, prospects, and ethical aspects

of implementing digital technologies

in the medical sector of Ukraine

The introduction of digital tools in Ukrainian medicine fac-
es a number of fundamental obstacles, while opening up
significant prospects for improving the quality and acces-
sibility of medical care. One of the most important factors
that complicate the implementation of these processes is
the lack of funding. Against the background of military op-
erations, the country is forced to allocate limited resourc-
es primarily to the needs of the defence complex and the
provision of urgent social programmes. As a result, funds
aimed at modernising medical infrastructure and develop-
ing/implementing the latest software are often not enough.
This situation directly affects the availability and quality
of telemedicine services. According to the latest statistics,
only 8% of doctors use specialised official telemedicine
platforms that require a paid subscription or installation
of additional applications. But the popular free messengers
Viber, Telegram, and WhatsApp have become widespread.
As noted by V. Poberezhets et al. (2022) despite their con-
venience and accessibility, these unofficial services do not
provide the proper level of personal data protection and are
not adapted to the systematic maintenance of electronic
medical records. Accordingly, cyber risks and the likelihood
of leakage of sensitive patient information are increasing,
which is especially critical under martial law.

The second difficult problem is the insufficient lev-
el of digital literacy among both doctors and patients. It
is interesting that experienced doctors with more than 10
years of experience in some aspects are more adaptive to
the use of certain digital tools, compared to the younger
generation of specialists, which, at first glance, should be
more “technologically savvy”. In particular, older doctors
are more likely to master remote monitoring using blood
glucose meters or pulse oximeters, while young specialists
are often less knowledgeable in the field of telemedicine
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and need specialised training (Kotsarenko et al., 2023).
This paradox is explained by the fact that traditional ed-
ucational programmes for doctors in previous years could
offer separate modules or courses related to the introduc-
tion of telemedicine technologies, while current university
graduates do not always have the opportunity to receive
such training in the proper amount. Therefore, the estab-
lishment of a programme of additional trainings, webinars,
and courses for different age groups of health workers be-
comes a necessary condition to increase the overall level
of digital competence and move the process of digitising
healthcare from its place.

The third key aspect remains the lack of a proper reg-
ulatory framework. Despite the gradual progress, Ukraine
still lacks clear legislative provisions that would regulate
the collection, processing, and dissemination of medical
data, and define standards for secure electronic document
management. International law and European Union (EU)
legislation in this area provide for rather high require-
ments for compatibility of IT systems, data encryption
methods, and interaction procedures between different
institutions. However, as of today, Ukrainian regulations
do not always meet these requirements, creating legal un-
certainty and holding back the potential for digitalisation.
M. Kotsarenko et al. (2023) emphasised that without clear
rules for the protection of medical records and without
agreed mechanisms that would regulate the work with
personal data, significant progress in the field of telemed-
icine remains problematic.

The use of the latest technologies, which include ar-
tificial intelligence and virtual reality, opens up unique
prospects for reforming domestic medicine. Based on the
conclusions of M. Kotsarenko et al. (2023), the use of Al has
significantly improved the process of diagnosis and moni-
toring of patients’ condition: automation of X-ray analysis,
ultrasound diagnostics or computed tomography (CT) exam-
inations simplifies and accelerates the detection of pathol-
ogies, and predicting the risks of complications allows the
doctor to adjust treatment in time. This approach not only
optimises time and financial costs, but also improves the
accuracy of diagnoses, which is especially valuable during
armed conflict, when the number of wounded and patients
with serious injuries increases. VR technologies, in turn,
prove their effectiveness in the rehabilitation of military
and civilian victims of military operations. The ability to
create interactive simulations allows performing recovery
procedures remotely or speeding up the return to normal
life after injuries. In addition, VR technologies can be inte-
grated into the training system for future doctors: creating
virtual clinical cases and training scenarios allows students
to acquire practical skills without risks for real patients.

International cooperation is of great importance for
accelerating the digital transformation of Ukrainian med-
icine. Organisations such as the World Health Organisa-
tion (WHO), the World Bank, and the United States Agency
for International Development (USAID) actively support
modernisation projects in countries in conflict or with

limited resources (Kruk et al.,, 2020). Attracting external
grants and technical assistance allows purchasing the
necessary equipment for remote diagnostics, improving
local telemedicine platforms, and organising large-scale
training programmes for staff. Partnership with European
states and organisations encourages the harmonisation
of Ukrainian legislation with EU standards. This refers to
personal data protection policies, cryptography, and infor-
mation transfer protocols. All this generally increases the
confidence of patients and doctors in innovative technol-
ogies, and creates a solid foundation for the legal use of
digital tools. In the end, the international exchange of ex-
perience helps to find and adapt best practices from states
that have already passed similar challenges, in particular,
in the organisation of remote rehabilitation or psycholog-
ical support for the population affected by military opera-
tions. Research has confirmed that the synergy of local spe-
cifics and global innovations allows quickly and effectively
integrating advanced medical solutions into the reality of
Ukrainian healthcare (Kotsarenko et al., 2023).

However, along with these economic, organisational,
and technical challenges, it is important to pay due at-
tention to the ethical aspects of using digital tools in the
medical field. Protecting patient privacy and privacy is be-
coming increasingly critical as the use of artificial intelli-
gence, telemedicine, and robotic therapeutic technologies
significantly increases the volume and speed of medical
information processing. E. Chandrakar & A. Dahiya (2024)
emphasised that it is necessary to create an effective legal
framework that would clearly regulate the rules of access to
data and prevent possible abuse by commercial structures
or third-party organisations. They noted that the patient’s
informed consent to data processing and transparency of
these processes are the cornerstone of trust in new tech-
nologies. Patients should know how and for what purpose
their information is used, and be able to revoke permission
to process it if necessary.

It is also important to ensure reliable cybersecurity
in the field of robotic therapy and virtual psychotherapy.
According to L. Grosman-Rimon & P. Wegier (2024), these
industries collect particularly sensitive information related
to mental and physical health, making it a potential tar-
get for cyber-attacks. The researchers stressed that tech-
nical security tools should be combined with clear incident
response procedures to quickly identify the problem and
minimise damage in the event of a data leak. They also
stressed the importance of creating instructions that are
accessible to patients themselves, so that the latter under-
stand how their data is stored and who has access to it. The
introduction of security standards for developers and pro-
viders of medical technologies, according to researchers,
will help to prevent the implementation of unfair practices
and strengthen the security of private information.

There are concerns about the depersonalisation of
medical care, where excessive reliance on Al and digital al-
gorithms can displace direct human contact. S.0. Hansson
& B. Froding (2024) warns that reducing the time a doctor
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spends communicating with a patient can negatively af-
fect the quality of treatment and the patient’s emotional
state. Socio-cultural factors also play a significant role: in
different regions and among different population groups,
the attitude to technology in medicine may differ signifi-
cantly. Therefore, the introduction of AI should be accom-
panied by training programmes for doctors that explain
the ethical and cultural aspects of using innovative solu-
tions to prevent a decrease in the level of empathy and
trust on the part of patients.

According to 1.0. Bogomazova (2024), some of the
problems related to the preservation of privacy can be
solved by legislating the procedure for informed consent
to the use of medical data for research or commercial pur-
poses. Anonymisation of information that is necessary for
training machine learning algorithms becomes particularly
relevant. Care should be taken to ensure that anonymisa-
tion preserves the usefulness of data for researchers and
does not interfere with scientific progress. The researcher
pointed out that it is advisable to create independent reg-
ulatory bodies or structures that would conduct security
audits and monitor compliance with established standards
on the part of developers and suppliers of digital medical
solutions. This approach will help maintain trust in medi-
cal institutions and individual specialists who directly use
technological tools for treatment and diagnosis.

Thus, the Ukrainian healthcare system faces a number
of fundamental challenges - from limited finances and un-
coordinated legislation to a lack of digital literacy among
doctors and patients. Despite this, the potential of tech-
nologies, in particular, telemedicine, Al and VR, remains
extremely large. In the context of military operations and
the difficulties associated with them, these solutions can
serve as a basis for optimising resources, expanding access
to quality medical care, and restoring the health of military
personnel and civilians. However, the real benefit from the
introduction of digital tools is possible only with system-
atic support from the state and active international coop-
eration aimed at forming the necessary legal, financial and
educational foundations. An equally important component
is ethical - the protection of confidential data and the pres-
ervation of the human face of medicine, where technology
supports the doctor, and does not replace them. Only such
an integrated approach will ensure an effective and secure
digital transformation of the Ukrainian medical industry
and help to strengthen its potential on the way to integra-
tion into the global medical space.

Key recommendations for digitalisation of healthcare

Considering the results of the study, a number of recom-
mendations are proposed for further integration of digital
technologies into the healthcare system, which will create
a unified, efficient, and safe medical ecosystem. First, it
is necessary to implement unified technical standards for
the collection, storage, and exchange of medical data. Cre-
ating a single protocol will ensure compatibility between
different information systems and devices, reduce the risk

of data duplication, and facilitate prompt clinical deci-
sion-making. Second, legal regulation in the field of digi-
tal medicine should be strengthened. The development of
clear regulations on the protection of personal information,
defining mechanisms for liability for violations and setting
standards for electronic document management will help
not only to protect patients’ data, but also strengthen the
trust of both medical professionals and patients them-
selves in digital solutions. Third, special attention should
be paid to improving digital literacy among medical per-
sonnel and users of medical services. The organisation of
regular trainings, seminars, webinars, and courses on the
use of digital technologies will help to reduce barriers to
the introduction of innovative tools, allow doctors to use
the capabilities of telemedicine, artificial intelligence, and
virtual reality more effectively, and patients will be more
confident in navigating new services.

An important component of the strategy is the pro-
motion of interdisciplinary collaboration. Joint projects
involving specialists in medicine, IT, engineering, and so-
cial sciences will contribute to the development and im-
plementation of adapted innovative solutions that meet
the specifics of modern healthcare challenges. Ultimately,
financial support remains a critical factor. Actively attract-
ing public resources, private investment, and internation-
al grant programmes will allow implementing large-scale
projects to modernise medical infrastructure, ensure the
purchase of modern equipment, and support constant soft-
ware updates. An integrated approach, which includes the
unification of technical standards, legal regulation, digital
literacy, interdisciplinary interaction, and financial sup-
port, will become the basis for further digital transforma-
tion of healthcare and will contribute to the creation of a
modern patient-oriented health care system.

Conclusions

As part of the study, a comprehensive analysis of digital
technologies in the healthcare sector was carried out and a
comprehensive conceptual model was developed that com-
bined telemedicine solutions, artificial intelligence, virtual
reality, and IoMT devices. Systematic study of scientific lit-
erature, detailed familiarisation with current innovations
and methodological analysis of the collected data helped
to achieve the declared goal. In the course of research, the
advantages of each technological area were considered,
key difficulties associated with their implementation were
identified, and specific recommendations were formulated
for optimising the interaction of all components within a
single digital ecosystem.

The results confirmed that digital reform of the med-
ical industry opens up new opportunities for improving
diagnostics and treatment, in particular, through the ac-
tive use of remote patient monitoring and automation of
routine operations based on machine learning algorithms.
The proposed conceptual model illustrates how a combi-
nation of telemedicine services, Al-based platforms, and
virtual reality tools can improve the quality of healthcare
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delivery by ensuring continuous data exchange between all
healthcare participants. The practical value lies in creat-
ing a methodological basis for further implementation of
integrated digital solutions both in clinical activities and
in the modernisation of information systems of medical
institutions. The proposed options for solving the prob-
lems of technology compatibility, legal regulation, and im-

model in practice, and developing security standards and
data transmission protocols. This will improve the concept
itself, adapting it to the specifics of medical institutions in
different regions, and guarantee reliable protection of per-
sonal information and stable quality of medical services.
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AHoOTOAUiA. MeTo0 IaHOr0 AOCTiIKeHHsT Gya po3pobka KOHIENTyalbHOI MOfeti iHTerpailii cyyacHux umdpoBux
TEXHOJIOTiH y chepi OXOPOHM 3[I0POB’S 3 ajanTalli€lo 40 YKpaiHChKUX YMOB Ta CTBOPEHHS €IMHOI HalliOHAJIbHOI MeIMYHOL
ekocucteMu. IocmimkeHHs 6a3yBanocsl Ha CMCTEeMAaTUYHOMY aHaTi3i JliTepaTypHMX [Iskepes i3 3aCTOCYBAaHHSM KOHTEHT-
aHaji3y Ta CUCTeMaTUMYHOro migxoxdy. s 360py JaHMX BMKOPUCTOBYBAIMCh IMyGiiKalii, omisimoBi cTaTTi Ta odiliiiHi
JIOKYMEHTH, IOCTYITHI y MPOBiIHMX HayKoBUX 6a3ax manux (PubMed, Scopus, Web of Science) 3a ocraHHi m’aTh pOKiB.
AnropuTM LOCTiIKeHHS BKIIOUAB MOMepenHii Bigbip mkepes 3a KpUTEPisiMM akTyalbHOCTI, TOCTOBIPHOCTI Ta HAYKOBOL
3HauyLIOCTi, TOAANbIINI aHaJIi3 TEXHOJOTIYHMX pillleHb y HallpSIMKax TeJeMeIUIMHMY, IITYYHOT 0 iHTeIeKTy Ta BipTyalbHOL
peasbHOCTi, a TAKOX OI[iHKY iX iHTerpaliffHoi CyMiCHOCTi 3 iCHyIOUMMM eJIeKTPOHHUMU CUCTeMaMM OXOPOHU 340POB’SI.
AHasi3 OXOIlIIOBaB €KOHOMiYHi, eTMYHi Ta IpaBOBi acleKkTV BIIPOBAJyKeHHs iHHOBaLiiHMX TeXHOJOTiil. OTpuMaHi
pe3ynbTaTu CBiJUM/IM PO Te, IO TeleMeIMIIMHA CIIPUSIE MOKPAllleHHI0 AOCTYIY A0 MeOUYHUX IMOCAYT y BifJaneHux
perioHax, rmpore ii BIpoBapKeHHs 06MekeHe uepe3 HelOCKOHATY iHppacTPyKTypy Ta BiICYTHICTh €AMHUX HOPMATUBHO-
MIpaBOBUX CTaHJAPTiB. AHaJIi3 aJArOPUTMIB IUTYYHOIO iHTEJEKTy 3aCBiIUMB IX BMCOKMII NOTeHIliaja y [JiarHOCTMUIIi Ta
MMPOTHO3YBaHHI 3aXBOPIOBaHb, 110 BKAa3ye HAa HEOOXiNHICTh amarTailii TEXHOJIOTI [0 JIOKAJbHUX YMOB. JIOCTiIsKEeHHS
MOX/IMBOCTe BipTyanabHOI peasbHOCTI migTBepamio ii ebeKTUBHICTD y Teparii, peabimitamii Ta MeguuHii ocBiTi, xoua
BIIPOBAKEHHST CYIPOBOIKYETHCSI TeXHIUHMMU ckaagHomamu. ChopMoBaHa KOHLENTyalbHA MOZEIb BpaxoByBaja SIK
TexXHiuHi, Tak i opraHizamiitni unHHMKY 1MdPOBi3allii OXOPOHM 3MOPOB’S, 1[0 MOKe CTaTH OCHOBOIO JJISI CTPATEriyHOTO
IJIAaHYBAaHHS TIOAAQIBLIMX eKCIePUMEeHTATbHUX BIIPOBAIKeHb y HAIiOHAJbHY CHUCTEMY OXOPOHM 310pOB’sa. OTxe,
MPOBeIeHNI aHai3 O3BOIMB BUSIBUTM OCHOBHI TeHJIEHIIil Ta Mpo6ieMHi 30HM BIIPOBAIKeHHS M(PPOBUX TEXHOJOTI,
IO CIIPUSIIOTH MiJABUILEHHIO SIKOCTI MeOUYHMX TMOCTYT Ta ONTMMi3alii pecypciB. Pe3ynbTaT HocCaimskeHHsT HOPMYIOTh
HayKOBY 6a3y AJisl pO3p00KM ITPaKTUYHMX 3aX0/IiB i cTpareriii udpoBisallii, agzanToBaHuX 10 yMOB YKpaiHu
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