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Abstract. The rapid development of mobile technologies and the technological revolution are contributing to the
active implementation of the Internet of Things, leading to an increase in the number of physical devices connected
to the Internet. However, along with the advantages of the Internet of Things, there are also growing disadvantages,
including cyber threats, privacy violations, and risks of unauthorised data collection. In this regard, research into the
challenges and security measures in the field of the Internet of Things is necessary to ensure the safe implementation of
these technologies. The purpose of the present study was to analyse key models, methods, and tools for data collection
in the Internet of Things environment. The methodological framework of this study included a systematic approach,
which allowed presenting public policy in the field of the Internet of Things as a complex, structurally organised system
that requires improvement and development. The study employed general scientific and specific methods (systemic,
abstraction and comparison, formalisation, institutional analysis, historical-genetic, logical-semantic, classification,
generalisation, analysis, formalisation, and comparison), as well as statistical data, which was used extensively and
consistently. The study found that among the existing data collection technologies, sensor networks and cloud computing
are the most widely used, but they do not cover all the requirements of mobile Internet of Things systems, specifically in
terms of energy efficiency, throughput, and security. It was found that modern architectural solutions (including social
architectures of the Internet of Things) allow scaling the system and connecting various devices, but have limitations
related to deployment complexity and bandwidth. The study also found that the major security threats arise at all levels
of mobile Internet of Things networks, from devices to cloud infrastructure, confirming the need for a comprehensive
approach to their protection. It was shown that most existing solutions do not simultaneously meet the requirements
for low power consumption, speed of data collection and processing in networks with dynamic topology, as well as the
requirements for reliability and confidentiality. The proposed developments complemented existing methods, enhancing
the flexibility and resilience of the data collection process and laying the foundation for the development of new energy-
efficient and secure tools in the Internet of Things
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Introduction

Changes in network structure complicate the determi-
nation of the level of trust between devices. The primary
reason for this situation is the complex structure of the
network. Mobility forces devices to consume more ener-
gy, but their resources stay unchanged, and therefore data
collection in dynamic Internet of Things (IoT) networks
with complex structures becomes a pressing issue. Data
encryption increases the overhead costs of data transmis-
sion, which contributes to increased network traffic, higher

network energy consumption, and a shorter network life-
time. Therefore, fresh solutions are necessary to ensure
that the basic requirements of the Internet of Things are
met when collecting data from mobile device networks.
The complexity of data collection tasks in the Internet of
Things is increasing considerably due to the transition
from the use of simple static IoT devices to the use of a
wide range of smart mobile devices, such as mobile phones,
smart watches, smart vehicles, and mobile devices in smart
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cities. Modern mobile device networks are heterogeneous
networks with complex dynamic structures. Data collection
in such networks poses new challenges, such as new oppor-
tunities for attacks (Mishra & Pandya, 2021).

W.E.H. Youssef et al. (2023) addressed the problem of
secure data transmission between end devices and servers
in the Internet of Things using cryptographic mechanisms.
The essence of their study was to present a novel approach
to solving IoT security problems by introducing a secure
lightweight cryptosystem based on Chaos. The findings
of the study confirmed the effectiveness of the approach
in terms of computational complexity, memory require-
ments, and energy consumption. The researchers noted
that after reviewing and comparing their findings with
the existing reports, the advantage of their cryptosystem
became evident. Modelling results and performance anal-
ysis revealed that the proposed secure chaos-based light-
weight cryptosystem (SCBLC) can be considered an ideal
choice for protecting communications in resource-con-
strained IoT devices, taking major steps towards improving
IoT network security. However, some drawbacks included
increased computational overhead on IoT devices caused
by their complexity, the need for reliable key management
protocols, and the probability of susceptibility to advanced
cryptanalytic attacks. The problems of data collection
and transmission delays and high energy consumption
have been solved with the ESR (energy-efficient and se-
cure routing protocol); the ESR protocol for the Internet
of Things was developed by K. Haseeb et al. (2019). As the
researchers noted, experimental findings using a network
simulator demonstrated that the proposed routing proto-
col achieved a 37% improvement in network lifetime, a 24%
improvement in average end-to-end delay, a 30% improve-
ment in packet delivery rate, average communication cost
by 29%, network overhead by 28%, and route reopening
frequency by 38% compared to existing work in dynamic
network topologies. The proposed protocol created various
energy-efficient clusters based on the intrinsic qualities
of nodes. Based on the (k,n) threshold scheme of Sham-
ir’s secret sharing, reliability and security of sensor infor-
mation between the base station (BS) and the cluster head
were achieved. The proposed security scheme provided an
easy solution to combat intrusions created by malicious
nodes. This protocol can reduce energy consumption and
data transmission delays. Notably, this only provided data
protection from nodes to the cluster head and further to
the base station from malicious threats. This protocol was
not extended to factor in the network communication with
multiple hops. These studies did not fully address the issue
of data transmission security along with energy efficiency
in highly resource-constrained environments.

The basic concept of the Internet of Things envisages
the ubiquity of objects (things, devices) that can interact to
achieve shared goals using wireless and wired connections
and unique addressing schemes. Internet of Things net-
works generate multiple data streams, each with its unique
characteristics (Khare & Totaro, 2019). D. Honcharenko et

al. (2023) offered a detailed analysis of modern approaches
to building an information system for monitoring physical
indicators based on Internet of Things technologies, with
a particular focus on the selection of network solutions
and IoT platforms according to performance and energy
efficiency requirements. Thus, there is currently no solu-
tion that guarantees the simultaneous fulfilment of the
three basic requirements of the Internet of Things: secu-
rity of data collection and transmission, low network re-
sponse time, and minimal energy consumption. Therefore,
the purpose of the present study was to comprehensively
compare models, methods, and protocols for data collec-
tion in mobile IoT systems in terms of energy efficiency,
delays, and security.

Materials and Methods

The study employed a comprehensive scientific and meth-
odological approach combining systematic analysis, com-
parison and classification methods, as well as the use of
relevant statistical data and literary sources. To obtain ob-
jective and comprehensive findings, each stage of the study
was conducted sequentially, ensuring verifiability and re-
producibility. The first step was to select scientific publi-
cations, monographs, conference materials, and official
documents (international standards, recommendations,
patents) on the topic of the Internet of Things (IoT). The
focus was on recent studies reflecting the current state of
technology in the field of mobile IoT systems, the specific
features of social IoT solution architectures, as well as var-
ious data collection methods.

The study analysed open statistical materials (spe-
cifically, reports of analytical agencies, data available on
the websites of international organisations), covering
indicators of IoT solution implementation, data transfer
volumes, the dynamics of the mobile device market, and
cyberattack risk assessments. The study was conducted
considering the multi-level structure of IoT systems (de-
vices, network, cloud infrastructure), as well as the factors
affecting the security and efficiency of data collection at
each level. The use of a systematic approach helped to
identify internal and external interrelationships between
components of 10T architectures.

Abstraction and comparison methods were employed
to identify key parameters and characteristics of data col-
lection models and methods, which allowed generalising
and systematising the information obtained from various
sources. The descriptions of existing data collection tech-
nologies were formalised to simplify further analysis and
comparison of technical characteristics (throughput, re-
sponse time, energy consumption, scalability, etc.). Within
the framework of the classification, analysis, and generali-
sation methods based on the collected data, existing tech-
nical solutions were systematised and structured according
to their architecture type and technological features, and
their relevance for mobile IoT systems was determined.

At the stage of sampling and initial analysis, a search,
selection, and analysis of scientific papers and statistical
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materials on the topic was performed. The results were
systematised in a database according to key parameters
(year of publication, description of technologies, areas of
application, security features). The study determined the
criteria for evaluating the effectiveness and security of data
collection (e.g., energy consumption, performance, secu-
rity complexity, scalability). Based on general scientific
methods of comparison and classification, several groups
of technological solutions were formed (e.g., sensor net-
works, cloud and fog computing, social IoT architectures),
and their features and possible areas for development were
identified. Particular attention was paid to the study of
threats at various levels of the IoT: from devices to central
(cloud) infrastructure, as well as protection mechanisms
that can be applied during data collection.

Data analysis was performed using publicly availa-
ble software (Microsoft Excel) and specialised libraries
for processing, visualising, and comparing the technical
characteristics of solutions. To assess security and per-
formance indicators, the results of experimental studies
with network load modelling and review tests of securi-
ty tools described in scientific literature were used. The
study only considered solutions with up-to-date techni-
cal documentation and fairly widespread practical appli-
cation. Highly specialised products or protocols with lim-
ited scope or at an early stage of development were not
considered. It was also assumed that the conditions for
integrating IoT solutions into mobile networks may vary

depending on the concrete region and regulatory envi-
ronment, yet the general technological approaches, data
collection and processing methods were still comparable
on a global scale. Overall, this approach and set of meth-
ods allowed covering a variety of data collection models
and analysing their compliance with the requirements
of mobile IoT systems in terms of energy consumption,
throughput, security, and adaptability to dynamic envi-
ronments. This allowed identifying the advantages and
disadvantages of various solutions and helped to formu-
late proposals for their improvement.

Results and Discussion

General architecture of the Internet of Things

Based on a review of the literature on Internet of Things
(IoT) system architectures, the study found that IoT sys-
tem architecture consists of three layers (Fig. 1): physical,
network, and applied (application or service layer). The ap-
plied layer includes services such as smart grids and smart
transport services. IoT devices collect data about events
occurring in the physical environment. This data is sent
to the network layer; the primary task of the IoT network
layer is to process the collected data. Wired or wireless net-
works are used to transfer data to higher levels: LAN (local
area network), WAN (wide area network), Wi-Fi (wireless
fidelity), LTE (long-term evolution), 3G (3 Generation).
Various network technologies can be used for data transfer,
including Bluetooth and ZigBee.

Power line

Application tier

Demand and supply

Network tier

GPS device

Physical tier

Figure 1. Schematic representation of the three-tier architecture of the Internet of Things system
Source: developed by the author of this study based on the experimental research results

The three-tier architecture ensures direct interaction
between the device and the application layer. No interme-
diate nodes are required to convert or interpret data; build-
ing a system with a three-tier architecture allows using

the existing equipment to create a unified Internet of
Things infrastructure that collects and transmits data
from end devices to applications. The advantage of this
is that services are independent of each other and of the
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physical hardware. Abstraction of the physical tier facili-
tates access to network resources from the application tier
(Chanal & Kakkasageri, 2020).

Architecture of 10T systems with middleware platforms
(Fig. 2). Middleware platform technology in IoT systems
emerged in parallel with the concept of cloud computing.
Middleware platforms enable the integration of many systems
with different functionalities on their own basis. The platform

Platform management process

ensures requirements such as enhanced data security and
resource sharing. Middleware platforms are designed to pro-
vide access to data collected about environmental objects and
their interactions anytime, anywhere, and from any device.
Middleware platforms provide services to software applica-
tions hosted in the cloud. The platform can be built to create
an infrastructure for running applications and use general
tools for programming physical devices (Waheed et al., 2024).

IoT Cloud

l\

CoAP

MOQTT HTTP

Data management RESOUI‘CE management Resource detectlon

Intermediate platform

ZigBee

(i

Wired network CoAP

Physical tier

Figure 2. Architecture of IP systems with an intermediate software platform
Source: developed by the author of this study based on the experimental research results

In a conventional three-tier architecture, data process-
ing and support tiers, also known as the interface tier or
middleware tier, are created and used. In this architecture,
the data processing tier is located between the applied and
network tiers. The primary tasks of this tier are to receive
user requests, collect the data necessary to fulfil them, and
provide responses. Various services must be used to process
requests. Therewith, the necessary level of security must
be ensured when collecting and transmitting data. Cloud
computing architectures focus on the distributed process-
ing of raw data collected from a device. Various data anal-
ysis methods, including machine learning methods, can be
used for processing. It may be necessary to process query
history, information about previous actions of mobile de-
vices, and connections between devices, or to process oper-
ational data in real time.

Data processing in cloud nodes extends the process-
ing capabilities offered by cloud services. Processing is
performed in close proximity to the data source. Sys-
tem performance is improved by reducing the amount of
data transferred to the cloud for processing, analysis, and
long-term storage. Cloud computing is currently the most

popular option because it allows protecting and managing
data in an IP environment and building systems with suf-
ficiently high performance. The study (Ivanov et al., 2023)
proposed an architectural model for IP that included the
use of cloud computing and described existing standards
for the collection, processing, and transmission of data
from mobile devices. IoT environments are based on the
collection, storage, and processing of data. IoT devices
such as sensors, RFID tags, and Bluetooth devices gener-
ate massive amounts of data that is transferred to cloud
environments for storage and processing, which users can
subsequently access. These standards form the basis for
the interconnection of the Internet of Things and Big Data.
The problematic of the cited study was the increasing com-
plexity of processing and analysing the collected data. As
conclusions, further research was proposed to develop new
methods for collecting and processing data from IoT devic-
es in the context of Big Data, especially in the area of de-
veloping effective algorithms for optimising the processing
of large amounts of data. S. Kasiviswanathan et al. (2024)
enabled the validation of IoT system deployments by pro-
viding dynamic deployment of distributed IP applications,
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computing infrastructure management, and automation of
visualisation systems.

S. Supreeth & K. Patil (2022) proposed an approach
(VMS-EDMVM) to distributed virtual machine management
in a cloud computing environment focused on real-time
data processing. This method uses only cloud data centre
resources and does not consider intermediate (edge/fog)
nodes, focusing on dynamic migration and scaling of vir-
tual machines to ensure continuity and efficient resource
utilisation. Y. Huang et al. (2024) proposed a cloud-based
model called E-norm. This model provides centralised
management of applications and nodes. Proximity to the
end user is factored in when distributing workloads be-
tween nodes. Furthermore, an automatic scaling mecha-
nism is implemented to adjust resource allocation accord-
ing to network delays and task execution times.

U. Khadam et al. (2024) proposed a cloud comput-
ing-based data aggregation model. This model performs
two-dimensional data aggregation, which reduces data
transmission costs and increases network throughput.
V.K. Prasad et al. (2023) proposed using a cloud comput-
ing layer to minimise server resource consumption and
determine the resources required for data collection and
processing. M. Peyman et al. (2021) proposed an IoT solu-
tion for data collection and analysis focused on the effi-
cient use of cloud resources and optimisation of energy
consumption. The model involves step-by-step process-
ing: initial signal processing is performed directly at the
nodes, while deeper analysis and long-term storage are

Appllication software tier

performed in the cloud. The researchers pointed out that
this approach reduced the load on the local infrastructure
and improved the scalability of the system as the number
of sensors increased.

Cloud computing provides virtually unlimited scalable
processing and storage resources. However, routing data
to remote data-centres typically increases the round-trip
time (RTT) for mobile and IoT devices. For latency-sensi-
tive workloads (< 50 ms), architects therefore employ edge-
or fog-computing approaches, which shift computation
closer to the data source and, in practice, lower end-to-end
latency by a factor of 2-4. Such responsiveness is essential,
for instance, when developing software for autonomous
vehicles. Thus, the edge (fog) computing tier acts as an in-
termediate layer between the device tier and the central-
ised cloud, optimising data processing and storage while
improving the quality of service delivered to end users.

Registration of new social objects, creation of new de-
vice groups, determination of “social connections” between
devices, management of established connections. A socially
oriented approach to defining IP networks allows extending
the conventional IP model by adding social elements. Social
IP architecture was developed as part of Software as a Ser-
vice (SaaS), which offers heterogeneous sensor data. This
service ensured data compatibility and reusability. As pre-
sented in Figure 3, the architecture of a social IS system in-
cludes a physical tier, a network tier, and an application
software tier. The physical and network tier allow collecting
data from devices using various data transmission networks.

ID management

Social management

Network tier

Physical tier

Location of services

Management owner

HTTP

Reliability
management
Profiling

Figure 3. Architecture of social IP systems
Source: developed by the author of this study based on the experimental research results

70 Technologies and Engineering, Vol. 26, No. 2, 2025



Savka

At the application level, IP applications are deployed
together with services, the functionality of which is ena-
bled by social connections between objects. Such services
form an independent sub-tier of the application tier. These
include identity management services for identifying ob-
jects, profiling services for semi-automatic collection of
data about objects, and management services for deter-
mining the actions that objects can perform. The rela-
tionship management service is one of the basic services
for establishing relationships between objects. Reliability
management services are used to create a database of reli-
able objects based on the analysis of object behaviour. The
reliability management service is closely related to the re-
lationship management service.

Communication technologies

and data transfer protocols in IoT

Communication technologies for data collection in IoT de-
fine the rules for transmitting digital messages, including
packet size parameters, data transfer rates, synchronisa-
tion methods, types of possible errors, address mapping
methods, as well as rules for packet delivery control and
data flow management. In Internet of Things systems, data
is transmitted using various protocols.

Bluetooth LE (Low Energy), Wi-Fi, ZigBee, and Lo-
RaWAN (Long Range Wide Area Network) are used for
device-to-device communication at the channel level.
At the application level, DDS (Data Distribution Service),
MQTT (Message Queue Telemetry Transport), HTTP (Hy-
pertext Transfer Protocol), CoOAP (Constrained Application
Protocol), and XMPP (Extensible Messaging and Presence
Protocol) protocols are used to transfer data from devic-
es to servers, while AMQP (Advanced Message Queuing
Protocol) is used to transfer data from servers. The Data
Distribution Service (DDS) architecture has two tiers of
information transfer to the destination and an additional
tier of data flow management. It is an open standard that
defines the mechanism for transferring information in a
publish-subscribe paradigm. Unlike the conventional cli-
ent-server model, DDS is focused on distributed, decentral-
ised interaction between nodes, where data is published
and consumed by various applications without the need for
a central broker or server for routing (Internal documenta-
tion..., n.d.). The key advantage is decentralisation, which
eliminates a single point of failure, as DDS does not require

a central broker. Data is published and received directly be-
tween nodes. The disadvantages of DDS include the com-
plexity of configuration and compatibility issues between
implementations from different vendors.

The MQTT (Message Queuing Telemetry Transport)
protocol is designed to collect data from devices and send
it to a server (MQTT version 5.0, n.d.). This protocol can
collect data from different devices and works on top of the
Transmission Control Protocol (TCP) to ensure reliable
data transfer and prevent data loss. The key disadvantage of
this protocol is that it is not suitable for devices with limit-
ed resources. The CoAP (Constrained Application Protocol)
protocol is analogous to the HTTP (Hypertext Transfer Pro-
tocol) protocol. However, HTTP has greater computational
complexity, lower data transfer rates, and higher energy
consumption than CoAP. CoAP was developed as a special
data transfer protocol for web networks. CoAP offers the
possibility of use by nodes with limited resources (Shelby et
al., 2014). Although HTTP is versatile, it has higher over-
head and longer connection establishment times compared
to lightweight IoT protocols such as CoAP. It provides inde-
pendence and scalability of network components; HTTP is
a suitable option for organising interaction between nodes
in a local network. AMQP (Advanced Message Queuing
Protocol). This protocol is designed to organise interaction
between servers. AMQP is implemented by two key com-
ponents. The data exchange component routes messages
and stores them in a queue. The message queue is used to
store messages until they are sent to their destination; the
second component, the TCP protocol, is used by providers
to interact with subscribers and provides a reliable point-
to-point connection.

The study considered the most widespread applied-tier
protocols. Table 1 presents a comparative overview of
key characteristics and communication approaches (cli-
ent-server or publisher-subscriber architecture), allowing
their suitability for various data collection and processing
scenarios to be assessed. DDS provides decentralised in-
teraction without a broker, while MQTT, AMQP, and XMPP
are based on the presence of a server or broker. HTTP and
CoAP offer a client-server (request-response) model, but
CoAP is designed for substantially limited devices and typ-
ically runs on top of UDP (User Datagram Protocol), provid-
ing lower bandwidth costs.

Table 1. Comparative review of applied-tier protocols

Protocol | Interaction model Transport Advantages Disadvantages
Decentralised UDP/TCP No 51ngle point of failure. Complexity of configuration.

DDS « » Rich set of QoS. . . . .

pub-sub (RTPS) . Different versions may be incompatible.

Real-time support.
Broker-oriented Ease of implementation. Not sufﬁCIently optimised for devices

MQTT “sub-sub” TCP Widespread popularity in 10T with ultra-low resources.

P p pop y : Requires a broker.

Lightweight Fewer delivery guarantees.
CoAP | client-server model UDP (often) . I.“OW over.hez.ad costs. Some security features require
Optimised for limited resources. . .
(REST) additional extensions.
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Table 1. Continued

Protocol | Interaction model Transport Advantages Disadvantages
HTTP Client-server TCP Universal Web standard. Relatively high load.
(request-response) Easy to integrate.
Complex protocol.
AMOP “Pub-sub”, queues, TCP Powerful shift model. Requires more resources.
~ advanced routing Flexible route settings. More frequently used at the server-to-
server level.

Source: developed by the author of this study based on the experimental research results

The information in the table about DDS, MQTT, CoAP,
HTTP, and AMQP protocols reflects various approaches to
organising the application tier of interaction in IoT systems
and distributed environments. DDS is characterised by a de-
centralised pub-sub model, which avoids a single point of
failure and ensures real-time operation thanks to flexible QoS
mechanisms. MQTT, on the other hand, relies on a broker-ori-
ented pub-sub scheme, where all messages pass through
a central broker. This greatly simplifies implementation
and administration but can create a single point of failure.

CoAP represents a client-server architecture adapted
for resource-constrained environments. CoAP operates
primarily over UDP, using acknowledged and unacknowl-
edged messages, which reduces network overhead. HTTP,
compared to CoAP, is more versatile and understandable,
but has high overhead due to TCP connections and a more
complex transmission scheme, which can be critical for mi-
crocontroller devices with minimal computing resources.
AMQP is mostly used in enterprise systems that require ad-
vanced routing and queuing mechanisms. It supports both
the pub-sub model and queuing but requires more resourc-
es and is typically not used directly on low-power devices,
but rather on servers. AMQP is often chosen for systems
where finely tuned message distribution is critical.

The choice between DDS, MQTT, CoAP, HTTP, or AMQP
depends on several key factors: performance requirements,
reliability level, available network resources, and security
and scalability needs. DDS is best suited for real-time indus-
trial applications, MQTT is a versatile solution for most IoT
scenarios, while CoAP is an option for resource-constrained
sensor networks. HTTP is the basic protocol for web-oriented
applications, but it is somewhat excessive in resource-con-
strained environments. AMQP is the best solution when
detailed routing and queue management are required.
Internet of Things data exchange
and collection technologies
The technology for exchanging information between ma-
chines on the Internet of Things is called ‘M2M’ (Machine

to Machine). It allows devices such as mobile phones to
send and receive data via cellular networks. Satellites are
mostly used for communication in industrial environ-
ments where small amounts of data must be transmitted.
The Wi-Fi protocol is used to provide Internet access to
devices within the coverage area of a wireless network.
Wi-Fi is widely used in Internet of Things systems. The
use of Wi-Fi offers advantages such as security, integrity,
flexibility, and scalability in data transmission, and this
connection is based on the use of IP (Internet Protocol)
protocols (Farhan et al., 2021).

Bluetooth technology allows transferring data be-
tween two or more devices in close proximity to each other
in conditions that do not require high network bandwidth.
It also provides service discovery and configuration to reg-
ulate the interaction between devices. Bluetooth provides
network addresses and sets permissions for data access.
Secure data transmission is guaranteed by the Bluetooth
protocol. Radio frequency communication is one of the
simplest forms of communication between devices; both
ZigBee and ZWave use low-power radio frequency receiv-
ers embedded in electronic devices and systems. In the
Internet of Things, these technologies offer considerable
advantages such as low power consumption, high security,
and network scalability.

RFID technology uses electromagnetic fields to identi-
fy objects. In this case, a device is installed that reads the
data stored in an RFID tag, which can be used for many
applications. NFC (near field communication) technology
uses magnetic field induction for communication, where
two frame antennas are placed in a magnetic field close to
each other, effectively forming an air-core transformer. The
key disadvantage of this technology is the relatively low se-
curity of data transmission and the possibility of unauthor-
ised connections (Onumadu & Abroshan, 2024). Below is a
comparative analysis of the key wireless technologies and
protocols used in the Internet of Things, including Wi-Fi,
Bluetooth, ZigBee, LoRaWAN, RFID, NFC, etc. (Table 2).

Table 2. Comparison table of wireless technologies for IoT

Operating s . .
Technology range/radius Throughput Area of application Key benefits Key disadvantages
Cost depends on
Variable (satellite, Depends on Industrial systems, Global coverage. tariffs.
M2M the operator L Autonomous data .
cellular). remote monitoring. Often requires
(2G/3G/4G/5G, etc.). exchange. -
licensed bands.
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Table 2. Continued

Operating s . .
Technology range/radius Throughput Area of application Key benefits Key disadvantages
~30-100 m _ Relatively hlgh energy
. . Home/office IoT High speed. consumption.
R (depending on High (tens to :
Wi-Fi systems, smart homes, Widespread Shorter range
standard and hundreds of Mbps). . - .
obstacles) video surveillance. infrastructure. compared to some
’ LPWANS.
~1-100 m Low/medium Wearable devices, célr(:‘s/\tllfno“t/ieorn Limited range.
Bluetooth (depending on (< 24 Mbps for personal gadgets, {mp Only suitable for local
. . ) (especially BLE). P
class and version). Bluetooth 5). audio devices. . applications.
Easy connectivity.
Smart homes Low energy Low bandwidth.
ZigBee / ~10-100 m (mesh- | Low (up to ~250 Kbps . R ? consumption. Requires a gateway
. industrial sensor
Z-Wave network). for ZigBee). s Mesh topology (self- to connect to the
networks, lighting. ot
organising nodes). Internet.
Low transmission
) . Very low power speed.
Up to 2-5 km n . Distributed sensor consumption. Not suitable for large
urban conditions; Very low .
LoRaWAN . networks, smart Wide coverage area. amounts of data.
up to 15 km in (0.3-50 Kbps). cul in the f d
rural areas meters, agriculture. Operates in the free Depen lence on
: frequency band (ISM). | the density of base
stations.
Several i Affordable tags. Very short distance.
. Very low (only Logistics, access ] -
RFID centimetres to . . . - Passive operation (no | Small amount of data
identification data). control, inventory. .
several metres. battery required). stored.
Extremely short
Easy interaction with distance.
Very low Contactless payments, Y Potential vulnerability
NFC Up to ~10 cm . R . . . . smartphones. N
(identification data). fast identification. . . o (possibility of
Quick device pairing. .
unauthorised
connections).
High cost.
Satellite Global (orbit . Rglr}qte industrial Large coverage area. Signal delays.
S Low/medium. facilities, transport, Access to hard-to- Low speed compared
communications coverage). - .
sea vessels. reach regions. to terrestrial
networks.

Source: developed by the author of this study based on the experimental research results

The study examined Internet of Things data collection
technologies, including cloud computing and middleware
technologies. Cloud computing is a web technology that
provides end-user applications with access to distribut-
ed computing resources. It ensures data storage and pro-
cessing capabilities, enabling access to resources as a lo-
cal service. As a result, computing resources, data storage,
and other services are located between the user’s device
and the cloud server. A prominent advantage is that cloud
computing nodes are closer to the end user, which substan-
tially reduces data transfer delays. Furthermore, the spatial
distribution of resources allows using these technologies
effectively in mobile device networks.

Another significant technology is middleware plat-
forms, which act as an interface between the hardware and
application levels. They enable interaction with devices,
manage information, and provide a unified model for work-
ing with various devices. Such platforms also help solve the
problem of device distribution that arises when end users
access them. Many sensors, which form an integral part of
smart objects, are widely used to collect data in Internet of
Things applications. They are affordable, consume minimal
energy, and are characterised by battery capacity and ease
of deployment. Since data collection, transmission, and
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storage require a strong level of security, encryption meth-
ods play a critical role. Their key purpose is to prevent un-
authorised monitoring, access, misuse, and modification of
information. At the same time, conventional cryptograph-
ic algorithms are not always suitable for resource-con-
strained devices. For this purpose, lightweight encryption
methods are used, which enable data protection even on
devices with low computing power (He et al., 2024).

Apart from encryption, social network analysis methods
are an effective tool for analysing information in the Inter-
net of Things. They allow establishing connections between
objects based on human interactions in the digital environ-
ment. These “social connections” can be used to search for
and collect data on the Internet. A major challenge in the
Internet of Things is the transmission of massive data flows.
In this context, routing methods play a vital role, ensuring
the secure and efficient transport of large amounts of infor-
mation from devices to storage facilities, thereby ensuring
the reliable operation of the entire system.

Security and data management issues in IP systems

Many security problems in IP systems are related to the
limited computing and energy resources of the devices
used. Many of these devices are mobile, which determines
the dynamic nature of the network. Data transmission
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delays often occur in networks with a dynamic structure.
Therefore, it is necessary to ensure network security, con-
sidering the possibility of data transmission delays and en-
ergy resource limitations. Security issues can be addressed
through node authentication and identification and data
access restrictions. Data management issues include data
routing problems during data transmission and data stor-
age problems. The complexity of solving these problems is
determined by the large amounts of data coming from de-
vices in modern IP networks. The increase in data volume
is achieved by expanding the components of the data col-
lection system. Threats can arise at different architectural
tiers of the IP system, such as threats to the security of the
IS system at the physical tier, which is the base tier of the IS
system. At this tier, there are physical and virtual objects.
Physical objects include various sensors, including wireless
ones. At the physical tier, various data transmission tech-
nologies and protocols are used, such as the ZigBee proto-
col, RFID tags, OR codes, and GPS systems for positioning
mobile devices. The key function of this tier is to collect
data about environmental objects and the environment it-
self. For instance, parameters such as wind speed, acidity,
humidity, and vibration can be measured.

With the increase in the number of devices connected
to a dynamic IP network, new data management challeng-
es arise, such as data collection, classification, compression,
and archiving. In a dynamic network, the configuration of
devices is constantly changing. New elements are connect-
ed to the network, while others leave it. Devices generate
large amounts of data that must be processed and stored.
These tasks are handled by data management systems.
The need to provide real-time access to data and high re-
quirements for response times to user requests impose lim-
itations on the amount of data that can be processed and
stored in modern systems. To achieve network scalability,
lightweight infrastructures must be created and used. When
designing such an infrastructure, it is necessary to factor in
the security requirements for data collection and storage,
as well as current resource constraints, including energy.

The primary cause of threats is the dynamic change
in the network structure caused by the changing location
of mobile devices that form part of the network. Attack-
ers exploit changes in the network structure to organise
their attacks. Attacks on the network at the physical level
can include denial-of-service (DDoS) attacks and network
eavesdropping. Attacks may also include the capture of
nodes or the addition of malicious nodes. Attacks via side
channels are also possible. Attacks may be aimed at gain-
ing unauthorised access to data, disrupting data routing,
or disrupting normal customer service, which may result
in data integrity violations or network overload. There are
also threats to the security of IP systems at the network
level. At this level, data is transmitted over wired and wire-
less networks, where data routing tasks are performed.
IEEE 802.15 (n.d.) is used for data transmission.4, which
is a technical standard that defines the operation of low-
speed wireless personal area networks (LR-WPAN), 3G, 4G,

LTE, Wi-Fi, ZigBee, and MQTT, but the choice of a concrete
technology depends on the devices used and the type of
data to be transmitted.

At the network tier, secure connection of IP devices is
ensured by various communication protocols, network in-
terfaces, and communication channels. There are various
network management mechanisms. As a result, secure data
transmission from the physical tier to the data processing
tier must be guaranteed. This tier is crucial for data man-
agement, network intrusion detection, and network traffic
coordination in IP systems. Attacks by malicious actors at
the network tier that can compromise data security include
denial of service (Al-Hadhrami & Hussain, 2021), man-
in-the-middle attacks, attacks on gateways, attacks on
data stores, as well as attacks based on traffic analysis and
spoofing attacks. DDos/DoS attacks can cause destructive
changes to network components and threaten the security
of Wi-Fi connections. In a man-in-the-middle attack, an
attacker transmits data or alters the connection between
two nodes, believing that they are communicating directly.

As a result, the nodes lose access to the necessary in-
formation. Attackers often target gateways. Gateways are
a crucial element of IP systems. If an attack on a gateway
is successful, the attacker gains control over the part of
the IP system where the gateway acts as a bridge between
the device and the cloud. Therefore, network-level secu-
rity consists of ensuring the authenticity, confidentiality,
and integrity of data as it is transmitted over the network.
Encryption algorithms based on cryptographic keys, node
authentication mechanisms, and intrusion detection
tools can be used to protect the network from attacks. The
data processing layer is part of the network layer. This lev-
el hosts the middleware platform. Functions at this lev-
el include the implementation of cloud computing, the
distribution of data processing between nodes and cloud
services, and data storage using various database man-
agement systems (DBMS).

The data management tier processes and stores heter-
ogeneous data from devices. This includes web data, doc-
uments, sensor data, and emails. This data is irrelevant,
and various formats are used to represent it. Processing
and analysing such data require the use of intelligent data
analysis and machine learning methods (Mahdavinejad et
al., 2018). These methods can be employed to extract the
data needed to solve an application problem from the orig-
inal information flow. The resulting data can be placed in
temporary storage on a node or transferred to the cloud
for long-term storage. Cloud nodes can process device
data in real time, and processing on nodes involves data
collection. Cloud services allow processing, analysing, and
providing stored data to end users on demand (Abdulka-
reem et al., 2021). Thus, cloud nodes in combination with
cloud services enable short-term and long-term data stor-
age, processing, and analysis of stored data in real time.

Attacks on cloud services and nodes are among the most
widespread types of attacks. Data transmitted and stored in
the cloud is at the greatest risk (Somani et al., 2017). At the
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processing tier, the primary types of attacks include deni-
al-of-service (DoS) attacks and man-in-the-middle attacks.
In conclusion, attackers gain control over shared network
resources and can gain unauthorised access to data through
hidden paths. Most services provided in the cloud on de-
mand are accessible via the Internet (Younis et al., 2024).
In this case, attackers can use the Internet to penetrate
IP networks. Once inside the network, they can perform
actions aimed at disrupting the operation of the network
or its elements. Therefore, the problem of protecting data
stored in the cloud can be considered one of the key se-
curity challenges for IP systems. There are also threats to
the security of IP systems at the application level. Various
applications for creating an intelligent environment are
located at the application level. At this level, intelligent
applications are managed and accessible to end users.

Data management at the application tier must ensure
that data is provided to end users. Management is based
on the requirements of the application running in real
time. For example, healthcare and transportation applica-
tions must have access to operational data and process it
in real time. Delays in data delivery can have severe neg-
ative consequences. Applications that collect information
about people’s daily lives, such as travel routes, shopping
habits, and daily energy consumption, do not have strict
processing time requirements. However, because the data
is sensitive, security requirements for its collection, trans-
mission, and processing still apply. At the application tier,
security issues are caused by the creation and use of com-
puter viruses, worms, Trojan horses, spyware, and other
malicious software. Attacks at this level can lead to data
interception, incorrect data exchange, and denial of ser-
vice. Successful attacks also result in the attacker being
recognised by the system as a legitimate user and gaining
unrestricted access to applications and data containing
confidential information. Data and application security at
the application level requires preventing unauthorised ac-
cess and use of data, as well as restoring the functionality
of applications after an attack.

To ensure security, vulnerabilities that may exist in
applications should be identified and access rights to data
should be restricted. Data encryption methods can also be
used, but their use leads to an extensive increase in data
transfer delays. Other security mechanisms include fire-
walls, intrusion detection systems (IDS), and antivirus
software. As a rule, when choosing a method of protecting
applications and data at the application tier, the risks of
various threats and the probability of successful attacks by
malicious actors should be assessed.

The reviews by M.F. Usmani (2021) and D. Dincule-
and & X. Cheng (2019) are most relevant to the subject
under study, where the researchers also analysed various
application-tier protocols in IoT networks. Specifically,
M.F. Usmani (2021) emphasised that MQTT is most often
used to collect telemetry from many nodes due to its sim-
plicity and low overhead. The researchers’ findings con-
firmed these conclusions, as MQTT truly provides effective

data collection in device-to-cloud scenarios. At the same
time, analogously to the comments of D. Dinculeana &
X. Cheng (2019), the present study also noted that MQTT is
not always suitable for devices with extremely limited re-
sources, as it still requires a persistent connection (TCP)
and the presence of a broker, as well as the use of TLS pro-
tocols for data protection.

G. Sciangula et al. (2023) or M.-H. Ho et al. (2022) of-
fered a slightly distinct perspective, where the use of DDS in
real-time mode was evaluated. The researchers concluded
that DDS has advantages in decentralisation and provides
lower latency compared to the conventional client-server
model. The present review confirmed this thesis: according
to (Internal documentation..., n.d.), DDS allows publishers
and subscribers to interact without a central broker, elim-
inating the single point of failure. However, the complex-
ity of DDS configuration and possible differences in im-
plementations by different vendors (RTI, OpenDDS, etc.)
may be a serious obstacle to mass adoption. S.K. Routray et
al. (2023) focused on CoAP and demonstrated that this
protocol is the optimum solution for resource-constrained
devices due to its simpler structure (UDP) and lower pow-
er consumption compared to HTTP. The researchers con-
firmed that CoAP does have lower overhead costs, which
is consistent with the official specifications of Z. Shelby et
al. (2014). The issue of scalability was also considered. The
researchers found that CoAP works better in small net-
works, while in large-scale environments, delays may occur
due to large amounts of broadcast traffic.

M. Saban et al. (2021) and Z. Liu et al. (2022) addressed
low-power protocols (LoRaWAN, ZigBee). They suggested
that LoRa and ZigBee were among the best options for re-
mote sensor nodes due to their wide range and very low
power consumption. The presented review confirmed this
opinion: Wi-Fi is suitable where greater throughput is re-
quired and a constant power supply is available, while LoRa
allows collecting small amounts of data over long distanc-
es. However, the findings revealed that LoRa is not always
capable of providing low latency, which can be a problem
for some mobile applications.

In terms of security, A. Alrawais (2020) highlighted
the potential risks of using NFC, particularly the danger of
unauthorised connections. The researcher’s analysis found
that NFC does have a short range, but insufficient protec-
tion against ‘over-the-shoulder’ attacks (especially without
additional encryption measures). This position is consist-
ent with that of P. Onumadu & H. Abroshan (2024), who,
in their study of technologies for IoT, also emphasised the
significance of security protocols for data transmission in
the near field. Most researchers agree on the absence of a
single ‘universal’ technology for data collection and trans-
mission in IoT. The conclusion remains that the choice
of protocol or technology (MQTT, DDS, CoAP, Wi-Fi, Lo-
RaWAN, etc.) depends on the use case, among which the
following are decisive: access to energy resources, require-
ments for data speed and volume, permissible delay and
real-time criticality, and the level of security and safety.

Technologies and Engineering, Vol. 26, No. 2, 2025 75



Analysis of the key models, methods, and means of data collection...

Thus, the literature review and comparison with pre-
vious studies showed that the presented findings were
consistent with the findings of other researchers (Usma-
ni, 2021; Ho et al., 2022; Sciangula et al., 2023) regarding
the effectiveness of DDS in real time and the suitability of
MQTT for telemetry. They also confirmed the findings of
M. Saban et al. (2021) and Z. Liu et al. (2022) on the advan-
tages of LoRaWAN and ZigBee in energy-efficient sensor
networks. The views of A. Alrawais (2020) and the position
of P. Onumadu & H. Abroshan (2024) on NFC security risks
coincided with the reservations presented in the current
study on the low security of near-field technologies. The
difference in emphasis (QoS, energy consumption, secu-
rity) indicated that the subject of IoT communication re-
quires further investigation, particularly in the context of
integrated hybrid solutions. This will enable developers to
tailor data collection systems to the concrete requirements
of a particular industry, increasing their flexibility, scala-
bility, and reliability.

Conclusions

The study analysed five key application-level protocols
(DDS, MQTT, CoAP, HTTP, and AMQP). It found that de-
centralised DDS eliminates a single point of failure but is
characterised by complex configuration. MQTT simplifies
telemetry but requires a broker and a persistent TCP con-
nection. CoAP is optimised for resource-constrained nodes
but provides fewer delivery guarantees. HTTP continues to
be versatile but creates additional overhead. AMQP pro-
vides advanced queuing mechanisms but requires more
hardware resources. It was found that the choice of pro-
tocol depends on the use case and the acceptable energy
consumption, data transfer volumes and delays. It was es-
tablished that Wi-Fi, Bluetooth, ZigBee, LoRaWAN, RFID,
and NFC wireless technologies cover different ranges,
bandwidths, and energy consumption levels. None of them
is universal for all applications. This was confirmed by the
feasibility of developing and using hybrid approaches that
combine the advantages of several protocols and technol-
ogies depending on the environmental conditions. The

delays and energy efficiency. In real dynamic environments,
a compromise must be found between data exchange speed,
energy consumption, and security level, which complicates
the development of a universal solution.

The conclusions obtained suggest the need for a com-
prehensive, multi-stage approach to the implementation
of mobile IoT networks: protocols must be optimised de-
pending on the physical environment, specialised tools
must be used to reduce energy consumption, and mech-
anisms to counter unauthorised actions must be put in
place. Specifically, for nodes with critically low resourc-
es and a need for energy-saving modes, it is advisable to
use protocols such as CoAP or LoRaWAN, while in cases
where fast response and scalability are critical, DDS-based
approaches with decentralised interaction may be justi-
fied. For telemetry with many sensors and reliance on a
broker-oriented “publisher-subscriber” scheme (MQTT),
server performance and connection security requirements
(TLS, key management, etc.) should be factored in. It is also
advisable to provide additional security mechanisms (au-
thentication, encryption, intrusion detection), as security
measures have substantially influence latency and energy
consumption. Further research should focus on three inter-
related tasks. First, empirical verification of the effective-
ness of DDS, MQTT, and CoAP protocols in mobile IoT net-
works with dynamic topology is required, with a particular
focus on complex security mechanisms, which are current-
ly largely unexplored. Second, the development of hybrid
architectures combining publish-subscribe protocols (DDS,
MQTT) with lightweight transport solutions (CoAP) and
low-power LPWAN technologies (e.g., LoRaWAN) is prom-
ising; this approach will simultaneously ensure decentral-
isation, scalability, and energy efficiency in large sensor
networks. Third, these integrated solutions must be tested
in real-world dynamic environments to better understand
the trade-offs between security, latency, and resource effi-
ciency, thereby increasing the flexibility of IoT deployment
in various application areas.
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AHONi3 OCHOBHUX MoAgerien, metonis
TO 3ACO06iIB 360pYy ACHUX B IHTepHeTI peven

Maxkcum CaBKa

AcmipaHT

HatrioHanbHMI1 TexHiuHUI yHiBepcuTeT Ykpainu «KuiBCbKMi MOMiTeXHiYHMi iHCTUTYT iMeHi Iropst CikopcbKoro»
03056, mpocrr. bepecreiicbkuii, 37, m. KuiB, Ykpaina
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AHoTauidA. [IBuaKMii PO3BUTOK MOGITBHMX TEXHOJIOTi Ta TEXHOJOTiYyHAa PpEeBOMIOLisS CHPUSIOTh aKTUBHOMY
BIIPOBAJIKeHHIO IHTepHEeTY peueii, 1[0 Belle 1O 3pOCTaHHSI KiTbKOCTI hi3MuHMX MPUCTPOIB, MiAKIIOUeHUX N0 [HTepHeTYy.
OpHak mopsiz i3 mepeBaraMu [HTepHETY peveit 3poCTaloTh i HeOMiKM, 30KpeMa Kibep3arposa, opyueHHs PMUBATHOCTI
Ta PU3UKM HECAHKIIIOHOBAHOTO 360py JaHMX. Y 3B’3KY 3 I[MM IOCTIIKeHHS BUKIMKIB Ta 3ax0AiB 3axucty B cdepi
[HTEpHeTY peueil € HeOOXiTHUM [Jis 3ab6e3TeueHHs] 6e31eUHOro BIIPOBAIKeHHST I[MX TeXHOJIOTii. MeTow JoCTiIKeHHS
6y70 TMpoaHasdi3yBaTH K/IIOYOBIi MoOnesi, MeToOM Ta iHCTPYMeHTM 360py HaHMX y cepemoBuili [HTepHeTy peueii.
MeTo[0/I0TiYHOI0 OCHOBOIO PO6OTH OYB CUCTEMHMI MigXif, SIKMit JO3BOINUB MPeACTaBUTHU JepsKaBHY MOMITUKY Y cdepi
[HTEpHeTY peueii SIK CKIagHY, CTPYKTYPHO OpraHi3oBaHy CUCTeMY, L0 MOTPebye BIOCKOHAIEHHS Ta PO3BUTKY. B poboTi
3aCTOCOBYBaJIMCh 3ara/iIbHOHAYKOBI Ta crielndivunHi MeToay (cucTeMHMIA, abCTparyBaHHs Ta MOPiBHSAHHS, hopMarisalii,
IHCTUTYILIiOHAJILHOTO aHaJli3y, iCTOPMKO-TeHEeTUYHMIA, JTOTiKO-CeMaHTUYHMIA, Kinacudikallii, ysaraqbHeHHs, aHaJli3y,
dbopmasmizarii Ta MOPiBHSHHS), a TAKOX HMIMPOKO i MOCTiIZOBHO BMKOPUCTOBYBAIMCS CTATUCTUYHI JaHi. BcTaHOB/IEHO,
O cepef, iCHYIOUMX TeXHOJIOTiV 360py maHMX HaIIMpIIe 3aCTOCOBYIOThCSI CEHCOPHI Mepexi i XxMapHi 064MCaeHHs],
aje BOHUM He MOKPMBAIOTh YCiX BMMOI MOOIJIbHUX CUCTeM IHTepHeTy peueit, 30KpeMa LI040 eHeproedheKTUBHOCTI,
MIPOTYCKHOI 3aTHOCTI i1 6e3rexku. BusiBiieHo, 110 CyyacHi apXiTeKTypHi pillleHHs (Y TOMY YMCIi colianbHi apxiTeKTypu
[HTEpHeTy pedeil) HAlOTh 3MOrYy MacIiTabyBaTu CHUCTEeMYy Ta MiJKIIOYATVM Di3HOMAaHITHI MPUCTPOi, ONHAK MalOTh
0OMeskeHHSI, TOB’s13aHi 3i CKIaAHICTIO pO3TOPTaHHSI Ta MPOITYCKHOIO 3aTHICTIO. 3’s1ICOBAHO, 10 OCHOBHI 3arpo3u 6e3melli
BMHMKAIOTh Ha BCiX piBHSIX MOOGITbHMUX MepexX [HTepHeTy peueit — Bif mpuUCTPOiB 4O XxMapHOi iHGPACTPyKTypH, 10
MigTBePIKy€e HeOOXiTHICTh KOMIUIEKCHOTO MiAX0AY 10 iX 3axucTy. [loka3aHo, 10 TepeBaskHa 61/IbLIiCTh HASIBHYUX PillleHb
He 3aJ0BOJIbHSIE OJJHOYACHO BUMOTH 10 HU3bKOT'O €HEepProCIOKMBAHHS, IIBUIKOCTI 360Dy i1 06pOOKM JaHUX Y Mepeskax
i3 QMHAMIYHOIO TOIIOJIOTi€I0, @ TAKOXX BMMOTIM A0 HAJiiiHOCTI i KoH}imeHIIiliHOCTi. 3aITpONIOHOBaHiI HaIpallOBaHHS
IOTIOBHIOIOTh iCHYIOUi MeTOI !, MOCMITIOI0OUM THYUKICTb i CTifKiCTh MpoIecy 36MpaHHs JaHUX Ta CTBOPIOIOUM MiAIPYHTSI
IJIs1 pO3POOKM HOBMX eHeproedeKTUBHMX i 6e3meuHnx 3acob6iB B IHTepHeTi peueit

KrnouoBi crnoBd: xmapHi o6uncienHs; apxitrekrypa IoT; 6esneka manux; npotokon CoAP; fog-o6uncienys
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