TECHNOLOGIES AND ENGINEERING

Received: 27.11.2024
Revised: 20.03.2025
Accepted: 30.04.2025

Journal homepage: https://technologies-engineering.com.ua/en
f ‘Vol. 26, No. 2, 2025

UDC 004.8:316.776.23-048.66»364» DOI: 10.30857/2786-5371.2025.2.8

The use of artificial intelligence for information campaigns
in wartime: Visual tools for countering disinformation

Vladyslav Shchuka®

Master

Kyiv National University of Culture and Arts
01601, 36 Yevhen Konovalets Str., Kyiv, Ukraine
https://orcid.org/0009-0004-1550-4727

Abstract. In the context of the modern information war, the development of effective methods to counter
disinformation and hostile propaganda has become critically important. The amount of false information and the
speed of its dissemination necessitated the implementation of automated systems involving artificial intelligence
to optimise the processes of creating visual counter-propaganda content. This research aimed to develop a
methodology for the integration of artificial intelligence technologies into the processes of creating effective visual
tools for countering disinformation, taking into account the principles of graphic design and the psychology of visual
information perception. The research was based on a comprehensive approach that combined theoretical analysis of
scientific literature, comparative analysis of the neural networks Midjourney, Stable Diffusion, and DALL-E, semiotic
analysis of visual materials, as well as experimental implementation of the developed system for the automated
creation of counter-propaganda visual content. A comprehensive approach has been developed for the creation of
visual tools to counter disinformation, which combines the capabilities of automated information collection systems,
artificial intelligence algorithms for generating graphic content, and the principles of effective graphic design. It
has been found that the use of artificial intelligence in graphic design has optimised up to 20% of routine tasks
in the creation of visual content, allowing designers to focus on the strategic and creative aspects of development.
The developed recommendations for the use of artificial intelligence in graphic design may be implemented by state
institutions, media, and public organisations to respond promptly to information threats

Keywords: graphic design; visual communication; counter-propaganda content; information warfare; generative
design; perception psychology; compositional solutions

Introduction

In the context of the full-scale war of the Russian Federa-
tion against Ukraine, the information front has become one
of the key elements of resistance. Russian propaganda ac-
tively utilised modern technologies, particularly artificial
intelligence (AI), to create and disseminate disinformation,
which posed a serious threat to Ukraine’s national securi-
ty. The Centre for Democracy and Rule of Law emphasised
the ability of AI to generate texts that supported conspir-
acy theories and included real events, as well as to form
disinformation messages based on propaganda narratives
(Center for Democracy and Rule of Law, 2023).

In the collective monograph by M. Kolosnichenko et
al. (2023), it was established that visual communications
played a key role in the modern information space. Graphic

design was used for aesthetic decoration, as well as for
effectively conveying key messages and refuting misin-
formation. Researcher O. Hrozna (2024) noted that global
digital transformation has significantly impacted journal-
ism and design, altering them through the implementa-
tion of cutting-edge technologies. Artificial intelligence
and virtual reality have revolutionised these fields, funda-
mentally changing how content is created, consumed, and
interacted with. The use of Al in visual communications
allowed for the prompt processing and analysis of massive
volumes of data, enhancing the accuracy and timeliness of
information presentation.

K. Kertysova (2019) examined artificial intelligence as
a bilateral tool in the context of disinformation. On the
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one hand, it provided powerful, scalable, and cost-effec-
tive solutions to prevent the distortion of information
online, but on the other hand, it had its own limitations
and unpredictable consequences. The researcher empha-
sised the importance of developing critical thinking for
restoring healthy relationships with information and en-
hancing the resilience of democracies to disinformation.
The analysis of ethical aspects conducted by K. Kertyso-
va (2019) revealed that the use of Al in combating fake
news necessitated the development of clear ethical stand-
ards to prevent potential negative consequences for free-
dom of speech and privacy. The results of the research
determined the necessity of the parallel development of
media literacy among the population alongside the imple-
mentation of technological solutions.

Y. Hlushchuk (2023) defined fakes as deliberately false
or misleading information that transcended objective re-
ality and was aimed at manipulating public conscious-
ness. The analysis revealed that in the context of the cur-
rent war of the Russian Federation against Ukraine, the
dissemination of fake news through social networks, on-
line platforms, and other channels has influenced society,
undermined trust in reliable sources of information, and
led to manipulation of public opinion and socio-political
upheavals. In the analytical materials of the Alliance for
the Defence of Democracy (Salvo et al., 2018), the neces-
sity of a comprehensive approach to countering disinfor-
mation was substantiated, which combined the efforts
of government structures, the private sector, technology
companies, and civil society. Experts have formulated
recommendations regarding the transparency of the ac-
tivities of technology companies, providing information
about technologies, privacy policies, and business models
to the relevant authorities and the public. It also empha-
sised the importance of supporting independent research
aimed at protecting platforms from disinformation cam-
paigns and cyberattacks.

N. Derevyanko & O. Zalevska (2023) conducted a com-
parative analysis of the neural networks Midjourney, Stable
Diffusion, and DALL-E, which were used in the design. Re-
searchers have discovered that each of these neural net-
works had a specific purpose and architecture, which al-
lowed them to effectively perform various tasks in the field
of design. The use of these tools in the educational pro-
cess of future designers contributed to the development of
creative potential and expanded the possibilities of visual
expression. The research by T. Bozhko & V. Arefiev (2023)
demonstrated that artificial intelligence was actively em-
ployed in graphic design — from the creation of identifi-
cation and navigation signs to the development of fonts,
graphics, posters, animations, and infographics. Technol-
ogies have helped to transform the learning experience for
students in design disciplines and have contributed to the
development of individual approaches and creativity.

A. Borji (2022) conducted a quantitative comparison
of Stable Diffusion, Midjourney, and DALL-E regarding

their ability to generate photorealistic faces. The research
highlighted the potential of these tools for use in the
design of visual materials aimed at countering disinfor-
mation. C. Marsden & T. Meyer (2019) noted that fully
automated fact-checking remained a distant goal. Social
media continued to rely on a combination of Al for the
most repetitive tasks and human oversight for more nu-
anced cases. The authors emphasised the importance of
keeping the individual “in the loop” of AI systems to en-
sure ethical use and correct interpretation of data. N. Du-
four et al. (2024) conducted a twoyear study on online
disinformation based on media content, during which a
detailed typology of images used in disinformation was
developed and the dynamics of their dissemination were
analysed. Research has shown that despite widespread
concern since the late 2010s, Al-generated content was
rare until the spring of 2023 when its presence in fake
news sharply increased.

This research aimed to develop and implement meth-
odological principles for the use of artificial intelligence in
creating effective visual tools to counter disinformation,
taking into account contemporary achievements in graphic
design and perception psychology.

Materials and Methods

The research on the use of artificial intelligence for the
creation of visual tools to counter disinformation in war-
time was conducted from January 2023 to April 2024 at
the Digital Media Laboratory of Taras Shevchenko Na-
tional University of Kyiv. To achieve the set aim, a com-
prehensive approach was employed, combining general
scientific and special research methods adapted to the
specifics of graphic design and visual communications.
The methodological basis of the research was formed by
transdisciplinary approaches, which allowed for the ex-
amination of the problem of creating visual tools to coun-
ter disinformation from the perspectives of various fields
of knowledge. The study employed theoretical, empirical,
and mathematical methods.

During the research, observations were made of the
work of designers who utilise artificial intelligence, which
allowed for the calculation of the approximate propor-
tion of time spent on routine tasks and the assessment of
their suitability for automation. The methodological jus-
tification was based on the working processes of graph-
ic designers and the identification of typical operations
that are subject to automation. In particular, this includes
searching for references, processing images, generating
composition variants, and creating basic design elements.
The theoretical and informational basis of the research
consisted of fundamental studies by leading Ukrainian and
international scholars, materials from periodical publica-
tions, analytical reports from specialised organisations, as
well as empirical data from online media and social net-
works. Particular attention was paid to the analysis of pub-
lications from research centres specialising in the study of
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mechanisms for countering disinformation in the context
of the Russian-Ukrainian war.

To investigate the psychological and cognitive factors
influencing the impact of graphic design on information
perception, a method of content analysis of visual materi-
als and semiotic analysis was employed. Samples of graph-
ic content aimed at countering disinformation were exam-
ined using a specially developed matrix of criteria, which
included assessments of emotional impact, informational
value, aesthetic appeal, and psychological accessibility.
The methodology of analysis was based on the concepts
of visual semantics proposed by S.V. Pryshchenko (2020),
who considered the artistic imagery of the poster as a
complex semiotic phenomenon, and the research on psy-
chological aspects of perception by H.V. Mykytiv & Y. Kon-
dratenko (2016), who studied extratextual elements as a
means of shaping media culture.

A comparative analysis of the neural networks Mid-
journey, Stable Diffusion, and DALL-E was conduct-
ed using a methodology adapted from the research of
N. Derevyanko & O. Zalevska (2023). The aim of the
analysis was to determine optimal technological solu-
tions for the creation of visual tools to counter disinfor-
mation. Each neural network was evaluated according
to the following parameters: accuracy of visual concept
reproduction, flexibility in stylistic design, speed of con-
tent generation, ease of integration into workflows, and
adaptability for specific tasks in countering disinforma-
tion. The analytical part of the research included a com-
parative analysis of the results of using various neural
networks for the creation of visual materials to counter
disinformation. A series of test queries with identical pa-
rameters have been created for each neural network to
objectively compare the quality and relevance of the re-
sults, which has allowed for the identification of optimal
tools for various types of visual tasks.

Semiotic analysis was applied to study the sign sys-
tems in visual materials aimed at countering disinforma-
tion. The methodology of semiotic analysis was adapted
from the research of H.V. Mykytiv & Y. Kondratenko (2016),
who considered extratextual elements as a means of shap-
ing media culture. This approach enabled the identification
of effective visual codes and symbolic systems that con-
tributed to a better understanding and retention of coun-
ter-propaganda messages.

For the analysis and interpretation of the obtained
results, qualitative comparative analysis and visual ana-
Iytics methods were employed. The evaluation of the ef-
fectiveness of visual tools was conducted according to a
developed system of criteria, which included composition-
al expressiveness, colour harmony, informational richness,
and emotional response. The comparative analysis was
conducted using the visual analytics methods proposed
by O.V. Kolisnyk et al. (2023), which allow for the identi-
fication of structural and stylistic features of graphic con-
tent. Visual modelling and testing were conducted using

Adobe Creative Cloud, including Photoshop and Illus-
trator, with the integration of artificial intelligence algo-
rithms for the analysis of compositional solutions. Graph-
ical experiments with neural networks were conducted
through the web interfaces of Midjourney, Stable Diffu-
sion, and DALLE using the methods described by T. Bozh-
ko & V. Arefiev (2023). The ethical aspects of the research
included adherence to the rules for the use of generative
AI models, proper citation of the data sources used for
training the models and ensuring the confidentiality of
the personal data of the experts who participated in the
surveys. All experiments were conducted for the purpose
of scientific research and did not involve the creation or
dissemination of disinformation materials.

Results and Discussion

The analysis of contemporary technological solutions for
the creation of visual content has revealed a variety of
tools that could be employed to counter disinformation in
the context of information warfare. Research has shown
that artificial intelligence systems have significantly op-
timised the work of graphic designers, automating up to
20% of routine tasks, however, they have not complete-
ly replaced the designer. Platforms such as Midjourney,
StyleGAN, and Adobe Generative AI have enabled the
rapid creation of high-quality images, the generation of
design variations, and experimentation with styles, sig-
nificantly accelerating workflows and expanding the crea-
tive possibilities for designers. Systematic observation of
the process of creating visual materials has shown that
these aspects of work occupy approximately one-fifth of
the total time of designers and can be effectively auto-
mated using modern Al tools.

The study by R. Rombach et al. (2022) demonstrated
that latent diffusion models (LDM) provided a signifi-
cant improvement in both the training process and the
sampling efficiency of diffusion noise models without
compromising quality. This was identified as particularly
important for creating high-quality visual content used
in countering disinformation. The study found that LDM
achieved new FID (Fréchet Inception Distance) bench-
marks for image synthesis with conditional classification
and high performance for various tasks, including text-
to-image synthesis, unconditional image generation, and
super-resolution. As a result of the comparative analysis
of the neural networks Midjourney, Stable Diffusion, and
DALL-E, specific advantages for various tasks of visual
communication were identified (Table 1).

The semiotic analysis of 10 visual materials aimed at
countering disinformation has revealed the most effective
visual codes and sign systems It has been established that
the use of contrasting visual comparisons of “truth-false-
hood”, fact-checking symbols, visual metaphors of rev-
elation or exposure, as well as elements that emphasise
transparency and credibility, significantly enhanced the
effectiveness of visual materials (Table 2).
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Table 1. Comparison of neural network characteristics for graphic content creation

of the target audience through
the modification of prompts
and the use of specific style references.

cultural relevance and accurate
compliance with regional
characteristics.

Assgssx}nent Midjourney Stable Diffusion DALL-E
criterion
Visual language Utilises a visual metaphor with clean, Diversity of styles Official, informative style with
guag! minimalist solutions. within a single concept. elements of infographics.
Interactivity High level of user engagement Predominantly static formats. Intermedla.te level with a focus
through testing. on video content.
High adaptability for various languages | Average adaptability. It provides . s .
and cultural contexts. The system allows opportunities for content 1zﬁlfill}rflga%laebslhgei)lrirli(relogies
for fine-tuning of visual styles localisation but requires a more S\Ii th varic;us ugiication fo%—rmats
Adaptability by the cultural characteristics detailed configuration to achieve P

and optimises visual content for
diverse digital platforms with
minimal adjustments.

Emotional impact

Strong emotional impact due to
personal involvement. The created
images evoke an immediate emotional
response due to the refined combination
of colours, shapes, and compositional
solutions that resonate with the cultural
and personal experiences of the viewer.

Extremely high emotional
impact. Demonstrates an
outstanding ability to generate
visual content with a powerful
emotional charge, particularly
in genres that require dramatic
expressiveness and imagery.

Predominantly rational
approach. It focuses on
informativeness, structure, and
logical organisation of data,
prioritising clarity over emotional
expressiveness.

Informative nature

High informativeness while maintaining
simplicity. Visual solutions effectively
convey complex ideas and concepts
through thoughtful metaphors and
symbols, maintaining a balance between
informational richness
and accessibility of perception.

Moderate to high
informativeness. It provides a
sufficient level of informational
value, but sometimes sacrifices
detail for the sake of stylistic
expressiveness.

Maximum informativeness.
Specialises in creating structured,
analytically rich visual content
with an optimal balance of
textual and graphic elements.

Source: adapted from the research of N. Derevyanko & O. Zalevska (2023)

Table 2. A comparison of the semiotic features of disinformation and counter-propaganda materials

Assessment criterion

Disinformation materials

Counter-propaganda materials

Dissemination speed

High, due to simplicity and emotionality

Moderate, depends on institutional support

Emotional impact

Powerful, often based on negative emotions

Varies from emotional (Russia’s Hunger
Games) to rational (NAD)

Resilience to critical analysis

Low, easily refuted
upon detailed examination

High, especially in the presence
of a factual basis

Resource intensity

Low, especially with the use of Al

High, requires professional design
and research

Adaptability

High, responsive to changes
in the information environment

Moderate, requires time
to develop strategies

Long-term impact

Low, forms short-term reactions

High, contributes to the formation
of resilient narratives

Media literacy development

Absence or negative impact

Positive, especially in educational formats

Plausibility for the target audience

High among vulnerable audiences,
low among media-literate audiences

High when supported institutionally

Semiotic complexity

Low, employs simple binary oppositions

High, especially in metaphorical campaigns

Technological innovativeness

High, actively employs Al

Moderate, employs comprehensive
design solutions

Source: author’s development

The analysis of the practice of Brand Ukraine (n.d.),
which is engaged in countering disinformation, has re-
vealed effective strategies for the use of visual means. In
particular, the campaign Russia’s Hunger Games was an-
alysed, which employed metaphorical visual solutions to
expose manipulations regarding the food crisis (Fig. 1).

The experience of using dramatic visual contrasts to
demonstrate the consequences of information manipula-
tion proved to be particularly valuable (Fig. 2). The Nations

92

Against Disinformation campaign utilised an interactive
“Distortion Test” that visualised the process of distorting
reality under the influence of disinformation, allowing us-
ers to experience this effect firsthand.

A comparative analysis of the disinformation materials
disseminated on social media was also conducted during the
research (Fig. 3). It has been found that such materials often
exploited emotional triggers, employed simplified binary
oppositions, and utilised manipulative visual techniques.
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Figure 1. First sample of counter-propaganda material
Source: Brand Ukraine (n.d.)

LEHTS NPOTHIIE
BEIHGOPMALLI ? wakgni
= FRPATHIL

®ENKOBA MAM'AATKA BIf] IMEHI
MIHEHEPIO LLLOJO EKOHOMIi CBIT/IA

Figure 2. Second sample of counter-propaganda material
Source: Center for Countering Disinformation (n.d.)

- Tv Kyau Befiell MeHe,
AiBYUMHKA ?

_ - Jo MOMITUKIB, *
BOHW BKpanu Moe AWTUHCTBO.

Figure 3. First sample of disinformation material
Source: taken from the Facebook platform

Particularly dangerous are materials created using Al
that appear sufficiently convincing for uncritical percep-
tion but contain characteristic signs of artificial generation
(anatomical anomalies, perspective distortions) (Fig. 4).

< ﬁ BorpaH Mapana - Cremnty =
® n-G

ABgjiaxa NPOCKTE MONWTEM ...
Focnoam Boxe, Cacw | NOMUAYIR HALIWX JaXUCHIKIB..
Lai M cunm Ta TepninHA... AMmins ! J, &3 [

£ Mewnputw

u‘l".. NopoBacTeor O Komenrysarm

£0u1,2mc.

10 436 nowwpeb

Figure 4. Second sample of disinformation material
Source: taken from the Facebook platform

The experimental implementation of the developed
system for the automated creation of visual materials to
counter disinformation has significantly improved the ef-
ficiency of graphic designers compared to traditional ap-
proaches. The quality of the materials, assessed according
to the criteria of informativeness, visual appeal, and per-
suasiveness, remained at a high level.

The proposed technological conveyor for the automat-
ed creation of visual content to counter disinformation in-
cluded the following stages:

1. Collection of information from specified media re-
sources and social networks through RSS aggregation (Re-
ally Simple Syndication).

2. Analysis of the collected data using artificial intel-
ligence algorithms to detect potential disinformation and
its key narratives.

3. Generation of counter-propaganda content using
large language models.

4. Creation of visual content using generative Al mod-
els under the guidance of a designer.

5. The dissemination of created material through so-
cial networks using automated mailing systems.

An important outcome of the research was the devel-
opment of recommendations regarding optimal approach-
es to prompt formulation for generative Al models aimed
at creating effective visual content to counter misinforma-
tion in wartime conditions.

The author’s research has shown that the effectiveness
of Al-generated visual materials directly depends on the
quality and structure of the prompts. The most successful
prompts followed a clear structure: a precise description of
the genre and format (e.g. informational poster, explana-
tory infographic, counter-propaganda poster); specifica-
tion of the visual style (minimalist design, photorealistic
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collage, graphic illustration); description of the colour
scheme (with particular attention to the psychological im-
pact of colours); compositional layout (placement of ele-
ments and focal points); the core message (a clearly artic-
ulated counter-propaganda statement); and factual basis
(real data used to refute disinformation).

For instance, an effective prompt for creating mate-
rial aimed at exposing manipulation around the food cri-
sis might read as follows: Create an information poster in
A3 format in a minimalist style using a contrasting colour
scheme (yellow and blue as the main colours, red for ac-
cents) The composition should divide the poster into two
parts: the left shows the actual statistics of Ukrainian grain
exports, while the right displays the manipulative state-
ments of Russian propaganda with a clear visual marking
of “FAKE”. Include a visual metaphor of weighing scales,
with the factual side outweighing the disinformation. In-
clude the actual export figures for 2023. In contrast, less
effective prompts were marked by a lack of clear structure,
overly vague language, and the absence of a factual foun-
dation, such as: Create a nice poster about the fakes re-
garding Ukrainian wheat. Brightly and convincingly.

The analysis of the results of working with various
types of prompts showed that the more details and struc-
tural elements the prompt contained, the more accurate
and effective the generated visual material proved to be.
In particular, several elements were found to be especially
important in prompts intended for the creation of coun-
ter-propaganda content: emotional tone of the content —
specifying in the prompt the need for a balance between
emotional impact and rational argumentation yielded
better results than focusing solely on either emotional
appeal or factual information; cultural context — adapt-
ing the content to the cultural background of the target
audience by including instructions in the prompt to use
recognisable cultural symbols and visual codes signifi-
cantly improved relevance and resonance; technical spec-
ifications - including details such as size, format, and
intended distribution channel (e.g. social media, print
materials, outdoor advertising) in the prompt facilitated
better adaptation of the content to the specific medium;
duration of impact - indicating in the prompt whether the
material was intended for short-term or long-term impact
influenced the selection of expressive techniques and the
level of content detail.

An additional significant outcome was the identifica-
tion of a synergistic effect from the combination of various
neural networks for the creation of complex visual materi-
als. Indeed, the combination of Midjourney’s capabilities
for creating the visual foundation, Stable Diffusion for sty-
listic adaptation, and DALL-E for informational elements
allowed for the production of more layered and effective
visual solutions. Based on the conducted analysis, a com-
prehensive methodology for the integration of artificial
intelligence technologies into the processes of creating
counter-propaganda materials has been developed. The
methodology includes:

1. The algorithm for automated detection of potential
disinformation is a systematic monitoring of the informa-
tion space using machine learning to identify typical pat-
terns of manipulative content.

2.The model for generating counter-narratives in-
volves the development of strategies for refutation that
are specific to each type of disinformation, using large lan-
guage models.

3.The system of automated visualisation of coun-
ter-narratives — the transformation of textual rebuttals
into visual content using generative Al models, taking into
account the psychological aspects of perception and the se-
miotic characteristics of visual communication.

4. The mechanisms of evaluation and optimisation are
analytical tools for assessing the effectiveness of created
materials and enhancing the quality of future content.

An important component of the methodology was the
development of principles for the interaction between arti-
ficial intelligence and the designer, where Al acts as an ex-
tension of creative capabilities rather than a replacement
for human creativity. Within the framework of semiotic
analysis, three key strategies of visual resistance to disin-
formation were identified, all of which can be effectively
implemented using Al technologies: the strategy of con-
trast — visually opposing truthful information and disinfor-
mation with clear labelling (e.g. verified/refuted, fact/fake);
the strategy of narrative deconstruction - visually breaking
down manipulative narratives into their constituent parts
to expose their falsity or manipulative nature; the strategy
of emotional recoding - transforming negative emotions
triggered by disinformation into constructive responses
through the use of visual metaphors and symbols.

The obtained results confirm the conclusions of
A. Borji (2022) conducted a comparative analysis of gen-
erative models and identified various capabilities for cre-
ating visual content. This research has expanded these
conclusions by focusing on the specifics of applying these
technologies to counter disinformation, particularly in
the context of the graphic design of informational mate-
rials. Graphic design and visual communications are par-
ticularly important tools in information confrontation,
as they allow for the rapid and effective delivery of key
messages to the target audience. As noted by T.H. Dibro-
va et al. (2018), the primary advantage of visual commu-
nication is the speed of their perception and the imme-
diate response of consumers to communication signals.
While textual information is perceived sequentially and
requires significant cognitive resources for processing,
visual messages are processed by the brain holistical-
ly and considerably faster. According to a study by MIT
(Potter et al., 2014), the time taken to perceive a quality
graphic image is approximately 13 milliseconds, which is
60,000 times faster than the perception of a text message
with equivalent informational content. In the context of
information overload for the modern media consumer,
such speed of perception becomes a decisive factor for
effective communication.

94 Technologies and Engineering, Vol. 26, No. 2, 2025



Shchuka

The identified optimisation of designers’ workflows by
20% due to the use of Al correlates with the data presented
in the study by S.S. Gerenko (2023), which also noted the
ability of artificial intelligence to enhance the effectiveness
of design solutions while maintaining the need for human
oversight and creative direction. The author’s conclu-
sions regarding the structure of effective visual materials
for countering disinformation align with the research of
O.V.Kolisnyk et al. (2023), which identified that Midjourney
is a powerful tool for generating design graphics. However,
unlike this study, the author has found that the most effec-
tive are not individual generative models, but their com-
bined use with subsequent professional refinement.

The results of the analysis conducted by Y.I. Siui-
va (2024) indicated that machine learning algorithms
trained on large datasets identified fake news based
on linguistic, semantic, and contextual features of the
text with high accuracy. The main approaches identified
were naive Bayes classifiers, logistic regression, deci-
sion trees, random forests, support vector machines, and
deep learning (Siuiva, 2024). According to the research by
L. Graves (2018), fully automated fact-checking has re-
mained a distant aim. Social media continued to employ a
combination of Al for the most repetitive operations and
human oversight for the analysis of more complex cases.
Particularly emphasised was the necessity of maintaining
human control in Al systems to ensure ethical use and
correct interpretation of data (Graves, 2018). The study
by J. Bullock & M. Luengo-Oroz (2019) demonstrated that
using the pre-trained AWD-LSTM model, it is possible to
easily generate texts in the style of speeches by political
leaders at the UN’s General Assembly, which confirmed
the potential risks of abusing such technologies.

M. Kryzhnia (2023) in her research emphasised the
dual nature of Al, which can both assist in countering dis-
information and be used to create it. The authors’ results
confirm this thesis, demonstrating that the ethical respon-
sibility for the use of Al in the design of counter-propa-
ganda materials lies with the designer. However, unlike
M. Kryzhnia, the author has developed specific recommen-
dations for the ethical use of Al in creating effective visual
materials. The articles of I.M. Tsidylo & C.E. Sendra (2023)
examined the use of Midjourney as a methodological in-
novation in the training of future designers. This research
complements the findings, demonstrating the practical ap-
plication of this and other generative models in the con-
text of information warfare and countering disinformation.
C. Marsden & T. Meyer (2019) emphasised the importance
of keeping the human “in the loop” of Al systems to ensure
ethical use and correct interpretation of data. These results
confirm this thesis, demonstrating that the most effective
materials were those created as a result of collaboration
between the designer and Al systems, rather than a fully
automated process. In contrast, W. Liu & R. Bezuhla (2024)
demonstrated that artificial intelligence plays a key role
in image generation in design, as it is capable of not only
automating individual stages of visual design but also

refining outcomes, supporting the creative process, and in-
fluencing aesthetic decisions.

Particular interest lies in comparing current findings
with the research of K. Kertysova (2019), who considered
Al as a bilateral tool in the context of disinformation. This
outcome confirms her thesis regarding the potential of Al
for both the creation and countering of disinformation;
however, it focuses specifically on developing methodo-
logical approaches for harnessing this potential within
graphic design. N. Dufour et al. (2024) noted the rapid in-
crease in the amount of Al-generated content in fake news
since spring 2023. The current study confirms this trend
and proposes specific approaches to countering this threat
through visual communication methods. O. Hrozna (2024)
in her research emphasised that global digital transforma-
tion has significantly impacted journalism and design. The
present study expands its conclusions, demonstrating how
these transformations can be utilised to counter disinfor-
mation through visual tools.

Unlike the studies considered, the author’s study of-
fers a comprehensive methodology for the integration of
artificial intelligence technologies into the processes of
creating visual tools for countering disinformation, which
takes into account technological aspects and psychological
factors of perception of visual information, as well as semi-
otic features of communication in the context of informa-
tion warfare. The results support the conclusion that the
optimal use of Al technologies for designing visual tools to
counter disinformation requires: a clear understanding of
the psychological mechanisms of visual information per-
ception; the ability to formulate effective queries to gen-
erative models; professional evaluation and refinement of
the generated content; integration of the created materials
into comprehensive information campaigns.

Conclusions

The conducted research on the use of artificial intelligence
for the creation of information campaigns in wartime,
particularly visual tools for countering disinformation,
has led to the following conclusions. It has been estab-
lished that modern artificial intelligence technologies
significantly expand the capabilities of graphic design in
the context of creating counter-propaganda materials.
Generative models, such as Midjourney, Stable Diffusion,
and DALL-E, have enabled the optimisation of up to 20%
of routine tasks in the creation of visual content, allow-
ing designers to focus on the strategic and creative as-
pects of development. However, as the research showed,
the most effective approach turned out to be a hybrid one
that combined automation through Al with professional
refinement of materials by designers. A comprehensive
methodology for the integration of artificial intelligence
technologies into the processes of creating visual tools for
countering disinformation has been developed. The pro-
posed methodology included algorithms for the automatic
detection of potential disinformation, the generation of
relevant counter-narratives, and their visualisation using
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generative models. An important element of the devel-
oped methodology was the recommendations for the for-
mation of effective prompts for generative models, which
took into account the psychological aspects of the percep-
tion of visual information and the semiotic characteristics
of communication in the context of information warfare.
The semiotic analysis of visual materials has revealed
the most effective visual codes and sign systems for coun-
tering disinformation. These include: contrasting visual
comparisons of “truthfalsehood”, symbols of fact-check-
ing, visual metaphors of revelation or exposure, as well
as elements that emphasise transparency and credibility.
The findings have practical value for the development of
a design system of visual tools for countering disinforma-
tion. The experimental implementation of the developed
system for the automated creation of visual materials for
countering disinformation has demonstrated a significant
improvement in operational efficiency compared to tradi-
tional approaches while maintaining a high quality of ma-

misinformation. From a practical standpoint, the devel-
oped recommendations and methodological approaches
can be directly implemented in the work of design studi-
os, media organisations, and state institutions engaged in
countering disinformation.

The prospects for further research lie in the develop-
ment of specialised software solutions that integrate the
identified approaches to the automated creation of visual
tools for countering disinformation; the study of the long-
term effects of visual counter-propaganda campaigns; and
the investigation of adaptive design systems that auto-
matically adjust to different target audiences and cultural
contexts. The development of educational programmes for
designers, aimed at the effective use of artificial intelli-
gence to counter disinformation, deserves special atten-
tion, taking into account both the technical and ethical
aspects of this activity.
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BUNKOPUCTOHHSA LLUTYYHOIO iHTEeNEeKTY AJ19 CTBOPEeHHSA
iHcbopMALLINMHNX KAMMCHIN B YMOBOX BiNHW:
Bi3yaJsibHi iHCTPYMeHTU npoTtuaii pgesiHdoopmMaLiii
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AHoOTAUifA. B ymoBax cyvacHoi indopmariiitHoi BiffHM KPUTUYHO BaskIMBMM CTaB PO3BUTOK e(DEKTUBHMUX METO[iB
npotuzii mesindopmauii Ta Boposkiit mpomnaranpi. Kinpkicte HempaBnuBoi iHgopMalii Ta MBMUIAKICTb i MOIMIMpeHHS
BMMaraay BIIPOBAJKEHHS aBTOMAaTM30BaHMX CUCTEM i3 3a/JlyueHHSIM LITYYHOTO iHTeNeKTy [l ONTMMi3allil MpoleciB
CTBOpEHHS Bi3yaJbHOIO KOHTPIIPOMATaHAMCTCHKOTO KOHTEHTY. MeTa mojsiranza y po3pobii MeTromosorii iHTerparii
TEXHOJIOTiit IITYYHOTO iHTENEKTY B MPOIeCH CTBOPeHHS e(DeKTUBHMX Bi3yalbHUX iHCTPYMEHTIB MpoTuAii nesindopmarrii
3 ypaxyBaHHSM MPUHIMUIIIB rpadiuHOro Amu3aiiHy Ta IMCUXOJOTil CIpUIHATTS BizyanpHOi iHbopmalii. JocmimkeHHs
6asyBaJioCsl HA KOMIUIEKCHOMY TIiIXOAi, 10 TO€NHYBaB TEOPETMUYHMIT aHali3 HayKOBOi JiTepaTypy, MOPiBHSIbHMUI
aHasi3 Heiipomepex Midjourney, Stable Diffusion Ta DALL-E, cemioTMuHMii aHami3 BisyaJibHMX MartepiasiB, a TaKOX
eKcIlepyMeHTaabHe BIPOBAIKEHHS PO3POOIEHOI CUCTEeMM aBTOMAaTU30BAHOTO CTBOPEHHSI KOHTPIIPOIAaraHIUCTChKOTO
Bi3yaJbHOTO KOHTeHTy. P03po6sieHO KOMIUIeKCHMI TiAXim [0 CTBOpPeHHS Bi3yalbHMX iHCTPYMEHTIB MPOTUAIii
nesindopmariii, skuit MoegHAB MOXKIMBOCTI CUCTEM aBTOMAaTM30BAHOrO 360py iHdopMallii, anrOpMTMiB HITYUHOTO
iHTenexkTy Ay reHepalii rpadiuHOTO KOHTEHTY Ta MPUHIUIIB edeKTuBHOro rpadiuHoro ausaitHy. BusiBieHo, 1o
BUKOPMCTAHHS IITYYHOTO iHTeNeKTy B rpadiuHoMy au3aiiHi onTumisyBaio no 20 % pyTMHHMX 3aBAAHb MPU CTBOPEHHI
Bi3yaJIbHOTO KOHTEHTY, JO3BOJSIIOUM Iy3ajiHepaM 30CepeJUTUCh Ha CTpaTeriyHMX i TBOPUMX AacleKkTaxX pPO3POOKM.
Pospob6ieHi pekomeHpanii mono Bukopucranus I y rpadiunomy gusaitHi MOXYTb 6yTM BIPOBaIyKeHi JepskaBHUMU
iHCTUTYIIiISIMM, Me[ia Ta IPOMaAChKMMM OpraHizalissMu [IJis ONEpPaTMBHOTO pearyBaHHsI Ha iHdopMaliiiHi 3arposu

KnrouoBi crnoBa: rpadiunmii A13aiit; BisyasibHa KOMYHIKallis; KOHTPIPOMAraHMCTChKIIT KOHTEHT; iHdopMmariiiina
BiliHa; reHepaTMBHMIA AM3aliH; ICUXOJIOTisl CHPUIHSATTS ; KOMIIO3MIIiJiHi pillleHHs

98 Technologies and Engineering, Vol. 26, No. 2, 2025


https://orcid.org/0009-0004-1550-4727

